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Abstract

This document details on the elD Security Token Service specifications.
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1. Introduction

elD authentication in a web context can be easily achieved using for example the elD Identity
Provider. Different protocols can be used for web based authentication: SAML 2.0 Browser POST
profile, WS-Federation web passive profile, OpenID 2.0, OAuth 2.0, or OpenID Connect. When a
relying party (a web application) authenticates an end-user using an ldentity Provider, based on
the elD, it can trust the received claims from that Identity Provider.

In the context of native (desktop/fat-client) applications however, achieving a trust relationship
towards a remote relying party (SOAP web service) can be a challenge. In this document we
define the specifications for an Identity Provider Security Token Service (IP-STS) that accepts
elD as primary credential. A relying party (SOAP web service) can use this IP-STS to offload the
burden of performing all required security checks related to the elD authentication process. This
elD IP-STS is based on open standards like [WS-Trust] . The most important features of the elD
IP-STS are:

e The elD IP-STS is based on open standards.
« The elD IP-STS offers a secure challenge-response authentication based on the elD card.

e The elD IP-STS can be used with different out-of-the-box STS clients like Windows Identity
Foundations or Apache CXF STS Client.

« The elD IP-STS also supports 'lightweight' profiles for clients that have difficulties constructing
a [WS-Security] based signature.

» The usage of proof-of-possession keys can be made either mandatory or optional.

e The elD IP-STS provides a mechanism to allow remote relying parties to trust the authenticated
user.

@ Feedback
Questions and feedback related to the elD IP-STS document can be send to
info@e-contract.be [mailto:info@e-contract.be].

1.1. Namespaces

The XML namespaces used in the following sections are described in Table 1, “XML Namespaces”
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Table 1. XML Namespaces

Prefix Namespace

ds http://ww. w3. or g/ 2000/ 09/ xn dsi g#

soap htt p: // ww. w3. or g/ 2003/ 05/ soap- envel ope

wsa http://ww. w3. or g/ 2005/ 08/ addr essi ng

wsse http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-secext-1.0.xsd

wsu http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd

wst http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512

wsp http://schemas. xn soap. or g/ ws/ 2004/ 09/ pol i cy

ec http://ww. w3. org/ 2001/ 10/ xm - exc- cl4n#

WsC http://docs. oasi s-open. or g/ ws- sx/ ws- secur econver sati on/ 200512

sam 2 urn:oasi s: nanes:tc: SAML: 2. 0: assertion

XSi http://wwv. w3. or g/ 2001/ XM_Schemne- i nst ance

fed http://docs. oasi s-open. or g/ wsf ed/ f eder ati on/ 200706

aut h http://docs. oasi s-open. or g/ wsf ed/ aut hori zati on/ 200706

sp http://docs. oasi s-open. or g/ ws- sx/ ws-securitypolicy/ 200702

wsaw http: //ww. w3. or g/ 2006/ 05/ addr essi ng/ wsdl

wsam http: // wwv. w3. or g/ 2007/ 05/ addr essi ng/ et adat a

WS X http://schemas. xm soap. or g/ ws/ 2004/ 09/ nex

wsi d http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity

wst 14 http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200802

1.2. References

[Base64] S. Josefsson, The Basel6, Base32, and Base64 Data Encodings , The Internet Society,
2006 http://tools.ietf.org/html/rfc4648 [http://tools.ietf.org/html/rfc4648]

[Excl-C14N] J. Boyer et al., Exclusive XML Canonicalization Version 1.0 , World Wide Web Con-
sortium, July 2002 http://www.w3.0rg/TR/xml-exc-c14n/ [http://www.w3.0rg/TR/xml-exc-
cl4n/]

[RFC 2616] R. Fielding et al., Hypertext Transfer Protocol - HTTP/1.1. , http://www.ietf.org/rfc/
rfc2616.txt IETF (Internet Engineering Task Force) RFC 2616, June 1999.

[SOAP]W3C, SOAP Version 1.2, SOAP Version 1.2 [http://www.w3.0rg/TR/soap12-partl/] W3C
Recommendation 27 April 2007
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[RFC 2246] T. Dierks, C. Allen, The TLS Protocol Version 1.0 , http://www.ietf.org/rfc/rfc2246.txt
IETF (Internet Engineering Task Force) RFC 2246, January 1999.

[WS-SecConv] A. Nadalin et al, WS-SecureConversation 1.4 , OASIS,
February 2009 http://docs.oasis-open.org/ws-sx/ws-secureconversation/vl.4/ws-
secureconversation.html [http://docs.oasis-open.org/ws-sx/ws-secureconversation/vl.4/
ws-secureconversation.html]

[WS-Security] Kelvin Lawrence, Chris Kaler, OASIS Web Services Security: SOAP Message Se-
curity 1.1 , OASIS, February 2006 OASIS WS-Security 1.1 [https://www.oasis-open.org/
committees/download.php/16790/wss-v1.1-spec-0s-SOAPMessageSecurity.pdf]

[WS-SP] Kelvin Lawrence, Chris Kaler, OASIS WS-SecurityPolicy 1.2 , OASIS, July 2007 OASIS
WS-SecurityPolicy 1.2 [http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-
securitypolicy-1.2-spec-0s.html]

[WSS-UT] Anthony Nadalin, Chris Kaler, Ronald Monzillo, Phillip Hallam-Baker OASIS
Web Services Security: UsernameToken Profile 1.1 , OASIS, February 2006
OASIS WS-Security UsernameToken Profile 1.1 [https://www.oasis-open.org/commit-
tees/download.php/16782/wss-v1.1-spec-os-UsernameTokenProfile.pdf]

[WSS-SAML] Anthony Nadalin, Chris Kaler, Ronald Monzillo, Phillip Hallam-Baker OASIS Web
Services Security: SAML Token Profile 1.1 , OASIS, June 2005 OASIS WS-Se-
curity SAML Token Profile 1.1 [http://docs.oasis-open.org/wss/vl.1/wss-v1.1-spec-pr-
SAMLTokenProfile-01.html]

[WSS-X509] Anthony Nadalin, Chris Kaler, Ronald Monzillo, Phillip Hallam-Baker OASIS Web
Services Security: X.509 Certificate Token Profile 1.1 , OASIS, February 2006 OASIS
WS-Security X.509 Certificate Token Profile 1.1 [http://docs.oasis-open.org/wss/v1.1/
wss-v1.1-spec-0s-x509TokenProfile.pdf]

[WS-Trust] A. Nadalin et al., WS-Trust 1.3 , OASIS, March 2007 http://docs.oasis-
open.org/ws-sx/ws-trust/200512/ws-trust-1.3-0s.html [http://docs.oasis-open.org/ws-sx/
ws-trust/200512/ws-trust-1.3-0s.html]

[WS-Trust14] A. Nadalin et al., WS-Trust 1.4 , OASIS, 25 April 2012 http://docs.oasis-
open.org/ws-sx/ws-trust/vl.4/ws-trust.html  [http://docs.oasis-open.org/ws-sx/ws-trust/
v1.4/ws-trust.html]

[XHTML] XHTML 1.0 The Extensible HyperText Markup Language (Second Edition) , World Wide
Web Consortium Recommendation, August 2002 http://www.w3.org/TR/xhtml1/ [http://
www.w3.0rg/TR/xhtml1/]

[XMLSIg] D. Eastlake et al., XML-Signature Syntax and Processing , W3C Recommendation, June
2008 http:/imvww.w3.org/TR/xmldsig-core/

[XML-ns] T. Bray, D. Hollander, A. Layman, Namespaces in XML , W3C Recommendation, Jan-
uary 1999 http://mwww.w3.0rg/TR/1999/REC-xml-names-19990114 [http://www.w3.org/
TR/1999/REC-xml-names-19990114]



http://www.ietf.org/rfc/rfc2246.txt
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.4/ws-secureconversation.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.4/ws-secureconversation.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.4/ws-secureconversation.html
http://docs.oasis-open.org/ws-sx/ws-secureconversation/v1.4/ws-secureconversation.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/ws-sx/ws-securitypolicy/200702/ws-securitypolicy-1.2-spec-os.html
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-pr-SAMLTokenProfile-01.html
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-pr-SAMLTokenProfile-01.html
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-pr-SAMLTokenProfile-01.html
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-pr-SAMLTokenProfile-01.html
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-x509TokenProfile.pdf
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-x509TokenProfile.pdf
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-x509TokenProfile.pdf
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-x509TokenProfile.pdf
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.html
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.html
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.html
http://docs.oasis-open.org/ws-sx/ws-trust/200512/ws-trust-1.3-os.html
http://docs.oasis-open.org/ws-sx/ws-trust/v1.4/ws-trust.html
http://docs.oasis-open.org/ws-sx/ws-trust/v1.4/ws-trust.html
http://docs.oasis-open.org/ws-sx/ws-trust/v1.4/ws-trust.html
http://docs.oasis-open.org/ws-sx/ws-trust/v1.4/ws-trust.html
http://www.w3.org/TR/xhtml1/
http://www.w3.org/TR/xhtml1/
http://www.w3.org/TR/xhtml1/
http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/1999/REC-xml-names-19990114
http://www.w3.org/TR/1999/REC-xml-names-19990114
http://www.w3.org/TR/1999/REC-xml-names-19990114

elD Security Token
Service Specifications

[WSI-BSP] Michael Mcintosh, Martin Gudgin, K. Scott Morrison, Abbie Barbir, Basic Security
Profile Version 1.1 , The Web Services-Interoperability Organization (WS-I), January
2010 http://www.ws-i.org/profiles/basicsecurityprofile-1.1.html [http://www.ws-i.org/pro-
files/basicsecurityprofile-1.1.html]

[WS-MEX] Doug Davis, Ashok Malhotra, Katy Warr, Wu Chou, Web Services Metadata
Exchange (WS-MetadataExchange) , W3C Recommendation 13 December 2011
http://www.w3.0rg/TR/ws-metadata-exchange/ [http://www.w3.0rg/TR/ws-metadata-ex-
change/]

2. X.509 Certificate Token Profile

The primary authentication construct is based on the OASIS WS-Security X.509 Certificate Profile
version 1.1 [WSS-X509] using the elD authentication certificate.

2.1. Request

The WS-Trust request SOAP message from the native client towards the elD IP-STS looks as
follows.

<soap: Envel ope>
<soap: Header >
<wsa: Action soap: nust Under st and="1">
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ RST/ | ssue
</wsa: Acti on>
<wsa: Messagel D>ur n: uui d: . . . </ wsa: Messagel D>
<wsa: Repl yTo>
<wsa: Address>http://ww. w3. or g/ 2005/ 08/ addr essi ng/ anonynous</ wsa: Addr ess>
</wsa: Repl yTo>
<wsa: To s:mustUnderstand="1" u:ld="to">https://...</wsa: To>
<wsse: Security soap: nmust Under st and="1">
<wsu: Ti nest anp wsu: | d="ti mest anp" >
<wsu: Creat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T09: 36: 27. 700Z</ wsu: Expi r es>
</ wsu: Ti mest anp>
<wsse: Bi narySecurityToken wsu: | d="uui d-bst"
Val ueType="http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken-
profile-1.0#X509v3"
Encodi ngType="htt p://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- nessage-
security-1. 0#Base64Bi nary" >

</ wsse: Bi narySecurityToken>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithne"http://ww.w3. org/ 2001/ 10/ xm - exc- c1l4n#"/ >
<ds: Si gnat ur eMet hod
Al gorithne"http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<ds: Reference URI ="#ti nmestanp">
<ds: Transf or ms>
<ds: Transform Al gorithm="http://ww. w3. org/ 2001/ 10/ xni - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >
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<ds: Di gest Val ue>. . . </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Reference URI ="#to">
<ds: Tr ansf or ms>
<ds: Transform Al gorithm="http://ww. w3. org/ 2001/ 10/ xni - exc- c14n#"/ >
</ ds: Tr ansf or ms>
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>. .. </ Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedI nf o>
<ds: Si gnat ur eVal ue>. .. </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#uui d-bst"/>
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ure>
</ wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securit yToken>
<wst : Request Type>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ | ssue
</ wst: Request Type>
<wst : KeyType>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Bear er
</ wst : KeyType>
<wst : TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
<wst: TokenType>
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>ur n: sone-t ar get - appl i cati on</ wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>
</ wst : Request Securit yToken>
</ soap: Body>
</ soap: Envel ope>

The client sends this request towards the elD IP-STS over TLS ( [RFC 2246] ). This allows the
client to authenticate the elD IP-STS and gives us confidentiality and integrity.

The WS-Security XML signature is created using the elD authentication certificate and SHOULD
at least digest the <wsa: To> element and the <wsu: Ti mest anp> element to achieve the required
security properties for an entity authentication. The signing of the <wsa: To> element prevents
reuse of the XML signature within another context (MITM attack). The value of the <wsa: To>
element SHOULD correspond with the address of the eID IP-STS instance used by the client
application. The signing of the <wsu: Ti nest anp> element serves as proof of message freshness
towards the elD IP-STS as premise for the entity authentication.

Ideally  <wsse: Bi narySecurityToken>  would be using  #X509PKI Pat hv1 for
wsse: Bi narySecurityToken/ @/al ueType as the elD IP-STS needs the complete X509 certifi-
cate chain to be able to perform a PKI validation. However, as Windows Communication Founda-
tion only supports #X509v3 the elD IP-STS must be able to contruct the certificate chain itself.
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Note that an elD IP-STS implementation can also accept other non-elD X509 certificates.

To ensure interoperability with Windows Communication Foundation, the elD IP-STS should not
require compliance with WS-I Basic Security Profile Version 1.1 ( [WSI-BSP] ).

To ensure interoperability with Apache CXF, the elD IP-STS SHOULD also support the usage of
the <wst : Secondar yPar anet er s> element.

The <wst : KeyType> element indicates which type of proof of possession key should be returned
by the elD IP-STS. In this case, the client SHOULD request a bearer token. Notice that a bearer
token does not provide any proof of possession.

The <wst : TokenType> element indicates the type of the token that should be returned by the elD
IP-STS. In this case a SAML 2.0 assertion bearer token will be returned.

The <wsp: Appl i esTo> elements allows the elD IP-STS to determine which claims it can release
within the response SAML assertion.

2.2. Processing

The elD IP-STS performs the following processing:

« The XML signature SHOULD be verified using the <wsse: Bi nar ySecuri t yToken> end-entity
certificate.

e The <wsse: Bi nar ySecuri t yToken> X509 certificate chain should be validated using common
PKI validation rules (OCSP, CRL).

e The XML signature SHOULD at least sign the <wsa: To> element and the <wsu: Ti nest anp>
element.

* The <wsu: Ti nest anp> element SHOULD contain a valid time mark.

« The content of the <wsa: To> element SHOULD correspond with the elD IP-STS endpoint ad-
dress.

e The <wsp: Appl i esTo> SHOULD indicate a known application.

2.3. Response

After a successful validation of the request message the elD IP-STS responds as follows.

<soap: Envel ope>
<soap: Header >
<wsa: Action soap: nust Under st and="1">
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ RSTRC/ | ssueFi nal
</wsa: Acti on>
<wsa: Rel at esTo>urn: uui d: . . . </ wsa: Rel at esTo>
<wsse: Security soap: nust Under st and="1">
<wsu: Ti nest anp wsu: | d="ti mest anp">
<wsu: Creat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T09: 36: 27. 700Z</ wsu: Expi r es>
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</ wsu: Ti mest anp>
</ wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securi t yTokenResponseCol | ecti on>
<wst : Request Securit yTokenResponse>
<wst: Lifetime>
<wsu: Creat ed>2012-01- 17T09: 31: 29. 143Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T10: 31: 29. 143Z</ wsu: Expi r es>
</trust:Lifetinme>
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>urn: sone-t arget - appl i cati on</ a: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>
<wst : Request edSecuri t yToken>
<sanl 2: Assertion | D="assertionld"
| ssuel nst ant =" 2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">
<sam 2:|ssuer>https://...</sanl 2:|ssuer>
<saml 2: Subj ect >
<sani 2: Nanel D
For mat =" ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d-fornat : transi ent">
71715100070
</ sam 2: Nanel D>
<sanl 2: Subj ect Confi rmati on
Met hod="ur n: oasi s: nanes: tc: SAM.: 2. 0: cm bearer"/ >
</ sani 2: Subj ect >
<saml 2: Condi ti ons Not Bef or e="2011- 05- 09T08: 36: 37. 3592"
Not OnCOr Af t er =" 2011- 05- 09T10: 36: 37. 359Z" >
<sanl 2: Audi enceRestriction>
<samnl 2: Audi ence>
urn: some-target-application
</ sanl 2: Audi ence>
</ sam 2: Audi enceRestri cti on>
</ sanl 2: Condi ti ons>
<samrl 2: Aut hnSt at enent Aut hnl nst ant ="2011- 05- 09T09: 36: 37. 515Z" >
<sanl 2: Aut hnCont ext >
<samnl 2: Aut hnCont ext Cl assRef >
urn:oasi s:nanes:tc: SAM.: 2. 0: ac: cl asses: Snart car dPKI
</ sam 2: Aut hnCont ext Cl assRef >
</ sam 2: Aut hnCont ext >
</ sanl 2: Aut hnSt at enent >
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xn - exc- c14n#"/ >
<ds: Si gnat ur eMet hod
Al gorithnme"http://ww. w3. or g/ 2001/ 04/ xni dsi g- nor e#r sa- sha256"/ >
<ds: Ref erence URI ="#assertion">
<ds: Tr ansf or ns>
<ds: Transform
Al gorithm="http://ww.w3. org/ 2000/ 09/ xn dsi g#envel oped- si gnature"/ >
<ds: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xn - exc- c14n#"/ >
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ ds: Ref er ence>




elD Security Token
Service Specifications

</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>. .. </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>...</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
</ sam 2: Assertion>
</ wst : Request edSecurit yToken>
<wst : Request edAt t achedRef er ence>
<wsse: SecurityTokenRef erence
wsse: TokenType="http://docs. oasi s- open. or g/ wss/ oasi s- wss- sani -t oken-
profile-1. 1#SAM.V2. 0" >
<wsse: Keyl dentifier
Val ueType="http://docs. oasi s- open. or g/ wss/ oasi s- wss-sanl -t oken-profile-1. 1#SAM.| D' >
assertionld
</ wsse: Keyl dentifier>
</ wsse: SecurityTokenRef er ence>
</ wst : Request edAt t achedRef er ence>
<wst: TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst: TokenType>
<wst : Request Type>
htt p:// docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ | ssue
</ wst : Request Type>
<wst : KeyType>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ Bear er
</ wst : KeyType>
</ wst : Request SecurityTokenResponse>
</ wst : Request Securit yTokenResponseCol | ecti on>
</ soap: Body>
</ soap: Envel ope>

The value of the <wsa: Rel at esTo> element corresponds with the value of the <wsa: Messagel D>
element within the request message.

Both the <wsu: Ti mest anp> and the <wst : Li f et i me> serve as proof of the message freshness
towards the client. The lifetime depends on the elD IP-STS policy configuration.

The <wst: Request edSecurityToken> element contains the <sam 2: Assertion> SAML 2.0
bearer token. The SAML 2.0 assertion has been signed using the elD IP-STS signing certificate.
The XML signature should use at least the SHA-256 digest algorithm and corresponding signing
algorithm. This XML signature MAY be verified by the requesting client before consuming the
<sam 2: Narmel D> element within the SAML 2.0 assertion. The XML signature SHOULD be veri-
fied by alien relying parties when the SAML 2.0 assertion is used as a bearer token towards WS-
Security secured SOAP web services.

2.4. Security Policy

To easy integration with existing STS clients, elD IP-STS implementations should use the following
WS-SecurityPolicy [WS-SP] configuration.
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<wsp: Policy wsu:ld="SecurityTokenServicePolicy">
<wsp: Exact | yOne>
<wsp: Al I >
<sp: Transpor t Bi ndi ng>
<wsp: Pol i cy>
<sp: Transport Token>
<wsp: Pol i cy>
<sp: Ht t psToken />
</wsp: Pol i cy>
</ sp: Transport Token>
<sp: Al gori thnBui t e>
<wsp: Pol i cy>
<sp: Basi c128 />
</ wsp: Pol i cy>
</ sp: Al gorithnBuite>
<sp: I ncl udeTi nestanp />
</wsp: Pol i cy>
</ sp: Transpor t Bi ndi ng>
<sp: Endor si ngSupporti ngTokens>
<wsp: Pol i cy>
<sp: X509Token
sp: I ncl udeToken="http://docs. oasi s- open. or g/ ws- sx/ ws- securi typol i cy/ 200702/ | ncl udeToken/
Al waysToReci pi ent ">
<wsp: Pol i cy>
<sp: WsX509V3Tokenll />
</wsp: Pol i cy>
</ sp: X509Token>
<sp: Si gnedPar t s>
<sp: Header Nane="To"
Nanespace="http://ww. w3. or g/ 2005/ 08/ addr essi ng" />
</ sp: Si gnedPar t s>
</ wsp: Pol i cy>
</ sp: Endor si ngSupporti ngTokens>
<wsaw: Usi ngAddr essi ng />
</wsp: Al'l| >
</ wsp: Exact | yOne>
</ wsp: Policy>

To improve interoperability, elD IP-STS implementations should support WS-MetadataExchange
[WS-MEX] via the / mex suffix.

2.5. Usage via a SAML Token Profile

A client can used the SAML 2.0 bearer token, issued by the elD IP-STS, to secure the commu-
nication towards SOAP web services of third parties. A SOAP request message can embed the
SAML 2.0 bearer token according to OASIS WS-Security SAML Token Profile 1.1.1 [WSS-SAML]
. The following SOAP request message demonstrates the usage of such a SAML 2.0 bearer token.

<soap: Envel ope>
<soap: Header >
<wsse: Security soap: nust Under st and="1">
<wsu: Ti nest anp wsu: | d="ti mest anp" >
<wsu: Cr eat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>

10
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<wsu: Expi res>2012-01-17T09: 36: 27. 700Z</ wsu: Expi r es>
</ wsu: Ti mest anp>
<sanl 2: Assertion | D="assertion"
| ssuel nst ant =" 2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">

</ sam 2: Assertion>
</wsse: Security>
</ soap: Header >
<soap: Body>

</ soap: Body>
</ soap: Envel ope>

Arelying party web service supporting WS-SecurityPolicy [WS-SP] could use the following security
policy.

<wsp: Policy wsu: | d="Exanpl eSani SecurityPolicy">
<wsp: Exact | yOne>
<wsp: Al I >
<sp: Transpor t Bi ndi ng>
<wsp: Pol i cy>
<sp: Transport Token>
<wsp: Pol i cy>
<sp: Ht t psToken />
</ wsp: Pol i cy>
</ sp: Transport Token>
<sp: Al gori thnBui t e>
<wsp: Pol i cy>
<sp: Basi c128 />
</ wsp: Pol i cy>
</ sp: Al gorithnBuite>
<sp: I ncl udeTi mestanp />
</ wsp: Poli cy>
</ sp: Transport Bi ndi ng>
<sp: Si gnedSuppor ti ngTokens>
<wsp: Pol i cy>
<sp: Sam Token>
<wsp: Pol i cy>
<sp: WsSam V20Tokenl1l />
</ wsp: Pol i cy>
</ sp: Sam Token>
</ wsp: Pol i cy>
</ sp: Si gnedSupporti ngTokens>
<sp: Ws11>
<wsp: Pol i cy>
<sp: Must Suppor t Ref EnbeddedToken />
</ wsp: Pol i cy>
</sp: Ws11>
</wsp: Al | >
</ wsp: Exact | yOne>
</wsp: Pol i cy>

A relying party web service could even refer directly to the elD IP-STS within the security policy
as shown below.

11
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<wsp: Policy wsu: | d="Exanpl eSani SecurityPolicy">
<wsp: Exact | yOne>
<wsp: Al I >
<sp: Transpor t Bi ndi ng>
<wsp: Pol i cy>
<sp: Transport Token>
<wsp: Pol i cy>
<sp: Ht t psToken />
</ wsp: Pol i cy>
</ sp: Transport Token>
<sp: Al gori thnBui t e>
<wsp: Pol i cy>
<sp: Basi c128 />
</ wsp: Pol i cy>
</ sp: Al gorithnBuite>
<sp: I ncl udeTi nestanp />
</ wsp: Pol i cy>
</ sp: Transpor t Bi ndi ng>
<sp: Si gnedSuppor ti ngTokens>
<wsp: Pol i cy>
<sp: | ssuedToken
sp: I ncl udeToken="htt p:// docs. oasi s- open. or g/ ws- sx/ ws- securi typol i cy/ 200702/
I ncl udeToken/ Al waysToReci pi ent" >
<sp: Request Securi t yTokenTenpl at e>
<wst : TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst : TokenType>
<wst : KeyType>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Bear er
</ wst : KeyType>
</ sp: Request Secur it yTokenTenpl at e>
<wsp: Pol i cy>
<sp: Requi r el nt er nal Ref erence />
</wsp: Pol i cy>
<sp: | ssuer>
<wsa: Addr ess>
http://ww. w3. or g/ 2005/ 08/ addr essi ng/ anonynous
</ wsa: Addr ess>
<wsa: Met adat a>
<wsx: Met adat a>
<wsx: Met adat aSect i on>
<wsx: Met adat aRef er ence>
<wsa: Addr ess>
https://ww:. e-contract. be/ian sts/ nex
</ wsa: Addr ess>
</ wsx: Met adat aRef er ence>
</ wsx: Met adat aSect i on>
</ wsx: Met adat a>
</wsa: Met adat a>
</ sp: | ssuer >
</ sp: | ssuedToken>
</ wsp: Pol i cy>
</ sp: Si gnedSupporti ngTokens>
<wsam Addr essi ng wsp: Opti onal ="fal se">
<wsp: Policy />
</ wsam Addr essi ng>
</wsp: Al | >
</ wsp: Exact | yOne>
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</ wsp: Policy>

The above security policy uses the WS-MetadataExchange feature of the elD IP-STS to allow for
easy configuration of STS clients.

3. Validating SAML assertions

When a relying party receives a SAML 2.0 assertion as bearer token it SHOULD validate the SAML
assertion before proceeding. The relying party should at least verify the following conditions:

Validate the XML signature on the SAML assertion. The XML signature should contain a
<ds: Ref er ence> referring to the top-level <sani 2: Asserti on> element.

* The relying party SHOULD verify whether the value of the <sanl 2: | ssuer > element corre-
sponds with the trusted elD IP-STS instance.

« The relying party SHOULD verify whether the SAML signatory corresponds with the trusted elD
IP-STS instance.

* The relying party SHOULD verify the freshness of the SAML 2.0 assertion via the Not Bef or e
and Not Af t er attributes of the <sanl 2: Condi ti ons> element.

» The relying party SHOULD verify that the SAML 2.0 assertion is indeed intended for him via
the <sam 2: Audi ence> element.

A relying party can setup the trust relationship towards the elD IP-STS instance in different ways.
The relying party could for example keep reference of the fingerprint of the trusted elD IP-STS
signing certificate. The relying party could also keep reference of the X509 certificate of the trusted
elD IP-STS instance.

To aid the relying party in the bootstrapping of the trust relationship towards the elD IP-STS, an
elD IP-STS instance should expose an OASIS SAML 2.0 metadata document. This SAML 2.0
metadata document SHOULD at least contain the following elements.

<nd: EntityDescriptor entitylD="https://...">
<nd: Rol eDescri ptor xsi:type="fed: SecurityTokenServi ceType"
prot ocol Support Enunerati on="http://docs. oasi s- open. or g/ wsf ed/ f eder ati on/ 200706" >
<nd: KeyDescri pt or use="si gni ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>...</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nd: KeyDescri pt or>
<f ed: TokenTypesO f er ed>
<fed: TokenType Uri="urn:oasis: nanmes:tc: SAM.: 2. 0" />
</ fed: TokenTypesOf f er ed>
<fed: Securi t yTokenSer vi ceEndpoi nt >
<wsa: Endpoi nt Ref er ence>
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<wsa: Address>https://...</wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ f ed: SecurityTokenServi ceEndpoi nt >
</ nd: Rol eDescri pt or >
</ md: Enti tyDescri pt or >

A relying party SHOULD retrieve this SAML 2.0 metadata document over TLS. The elD IP-STS
signing certificate is located within the <nd: KeyDescr i pt or > element.

4. STS based Validation

While a relying party can perfectly validate a received SAML assertion itself as described under
Section 3, “Validating SAML assertions” , it might be easier for some relying parties to use the
elD IP-STS itself to validate the SAML assertions.

4.1. Request

A relying party can send the following STS validation request to the elD IP-STS.

<soap: Envel ope>
<soap: Header >
<wsa: Acti on soap: nust Under st and="1">
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ RST/ Val i dat e
</wsa: Acti on>
<wsa: Messagel D>urn: uui d: . . . </ wsa: Messagel D>
<wsa: Repl yTo>
<wsa: Address>htt p://ww. w3. or g/ 2005/ 08/ addr essi ng/ anonynpus</ wsa: Addr ess>
</ wsa: Repl yTo>
<wsa: To s: nustUnderstand="1" u:ld="to">https://...</wsa: To>
<wsse: Security soap: nust Under st and="1">
<wsu: Ti nest anp wsu: | d="ti mest anp" >
<wsu: Cr eat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T09: 36: 27. 700Z</ wsu: Expi r es>
</ wsu: Ti mest anp>
</ wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securi t yToken>
<wst : Request Type>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Val i dat e
</ wst : Request Type>
<wst: TokenType>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ RSTR/ St at us
</ wst : TokenType>
<wst : Val i dat eTar get >
<sam 2: Assertion | D="assertionld"
| ssuel nst ant ="2012- 02- 09T09: 27: 17. 433Z" Versi on="2.0">

</ sanl 2: Assertion>
</ wst : Val i dat eTar get >
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>urn: sone-t arget-applicati on</wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
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</ wsp: Appl i esTo>
</ wst: Request SecurityToken>
</ soap: Body>
</ soap: Envel ope>

The relying party should send the request over TLS towards the trusted elD IP-STS instance.

Viathe <wsp: Appl i esTo> element the relying party can restrict the application context in which the
SAML assertion should be validated. Since according to the WS-Trust specification [WS-Trust] the
<wsp: Appl i esTo> element is not mandatory, elD IP-STS implementations should also consider
this element as optional. This to prevent that vanilla STS clients cannot invoke the validation
operation on the STS.

4.2. Processing

The elD IP-STS SHOULD at least perform the following processing:

e The <wsu: Ti nest anp> element SHOULD contain a valid time mark.

e The content of the <wsa: To> element SHOULD correspond with the elD IP-STS endpoint ad-
dress.

« Validate the XML signature on the SAML assertion. The XML signature should contain a
<ds: Ref er ence> referring to the top-level <sani 2: Asserti on> element.

e The elD IP-STS SHOULD verify whether the value of the <sani 2: | ssuer > element equals its
own name.

e The elD IP-STS SHOULD verify that he is the SAML signatory.

* The elD IP-STS SHOULD verify the freshness of the SAML 2.0 assertion via the Not Bef or e
and Not Af t er attributes of the <sanl 2: Condi ti ons> element.

* The elD IP-STS SHOULD verify that the SAML 2.0 assertion <sani 2: Audi ence> element val-
ue corresponds with the <wsp: Appl i esTo> element value from the request. This only if the
<wsp: Appl i esTo> element has been provided.

4.3. Response

Upon successful processing, the elD IP-STS responds with:

<soap: Envel ope>
<soap: Header >
<wsa: Acti on soap: nust Under st and="1">
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ RSTR/ Val i dat eFi nal
</wsa: Acti on>
<wsa: Rel at esTo>urn: uui d: . .. </ wsa: Rel at esTo>
<wsse: Security soap: nust Under st and="1">
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<wsu: Ti nest anp>
<wsu: Cr eat ed>2012- 02- 09T09: 27: 19. 197Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 02- 09T09: 32: 19. 197Z</ wsu: Expi r es>
</ wsu: Ti nest anp>
</ wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securit yTokenResponse>
<wst : TokenType>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ RSTR/ St at us
</ wst : TokenType>
<wst : St at us>
<wst : Code>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ status/valid
</ wst : Code>
<wst : Reason>
The Trust service successfully validated the input
</ wst : Reason>
</wst: Status>
</ wst : Request Securit yTokenResponse>
</ soap: Body>
</ soap: Envel ope>

The relying party SHOULD at least check whether the <wst : Code> element value indeed indicates
aval i d status.

5. Attributes

The active authentication as specified under Section 2, “X.509 Certificate Token Profile” results in
a SAML 2.0 assertion that only contains a subject <san 2: Namel D> as unique user identifier. This
section describes various options to enrich the retrieved SAML assertion with attributes. Attributes
can have different origins:

« Attributes can be self-claimed.

+ Attributes can be derived from the data found on the elD card. As the elD card offers different
attributes (name, address, ...), relying parties probably also want to access these elD attributes.

To allow the elD IP-STS to issue SAML assertions containing attributes, the relying party needs
to pass a specific SAML 2.0 assertion as part of the Section 2.1, “Request” . This specific SAML
assertion should be passed as SAML 2.0 bearer token within the <wst 14: Act As> WS-Trust 1.4
[WS-Trust14] element. We are using <wst 14: Act As> to achieve maximum interoperability when
using web service frameworks like Apache CXF or Windows Communication Foundation. The
specific SAML assertion looks as follows.

<saml 2: Assertion | D="assertion-id"
| ssuel nst ant ="2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">
<samnl 2: | ssuer >sel f - cl ai ned</ sanl 2: | ssuer >
<saml 2: Attri but eSt at enent >
<saml 2: Attribute Nanme="urn:be:e-contract:sts:eid:identity">
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<saml 2: Attri but eVal ue xsi:type="xs: base64Bi nary">
</sam 2: Attri but eVal ue>

</sam 2: Attri bute>

<sam 2: Attribute Name="urn:be:e-contract:sts:eid:identity-signature">
<saml 2: Attri buteVal ue xsi:type="xs: base64Bi nary">
</ sam 2: Attri but eVal ue>

</sam 2: Attri but e>

<sam 2: Attribute Name="urn:be:e-contract:iamclains:self-clainmed: sof t war e- key" >
<sam 2: Attri buteVal ue xsi:type="xs:string">
</ sam 2: Attri but eVal ue>

</sanl 2: Attri bute>

</ sam 2: Attri but eSt at enent >
</ sam 2: Assertion>

Depending on the attributes that the eID IP-STS should return, other <sam 2: Attri but e> ele-
ments should be passed within the <wst 14: Act As> SAML 2.0 assertion. The elD IP-STS should
support the following <wst 14: Act As> input attributes:

urn:be:e-contract:sts:eid:identity
The elD identity file. The attribute value type should be xs: base64Bi nary .
urn:be:e-contract:sts:eid:identity-signature

The elD identity file signature by the national registration authority. The attribute value type
should be xs: base64Bi nary .

urn: be:e-contract:sts:eid:nr-cert

The X509 signing certificate used by the national registration authority. The attribute value
type should be xs: base64Bi nary .

urn: be: e-contract: sts: eid: address
The elD address file. The attribute value type should be xs: base64Bi nary .
urn: be:e-contract:sts: eid: address-signature

The elD address file signature by the national registration authority. The attribute value type
should be xs: base64Bi nary .

urn: be:e-contract: sts: eid: photo
The elD photo file. The attribute value type should be xs: base64Bi nary .
urn: be:e-contract:iamclains:sel f-claimed: office-key

The self claimed office key. The attribute value type should be xs: string.
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urn: be: e-contract:iamclainms:self-clai med: softwar e-key
The self claimed software key. The attribute value type should be xs: string .

Eventually the elD IP-STS will deliver attributes as part of the SAML 2.0 bearer token. These
attributes are made available as <san 2: At t ri but eSt at enent > attributes within the SAML 2.0
bearer token. The elD IP-STS SHOULD support the following attributes:

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ nane

The URI for a claim that specifies the full name of an elD user. The attribute value type should
be xs:string.

http://schemas. xrm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ sur nane

The URI for a claim that specifies the surname of an elD user. The attribute value type should
be xs:string.

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ gi vennane

The URI for a claim that specifies the given name of an elD user. The attribute value type
should be xs: string.

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ x500di st i ngui shednane

The URI for a distinguished name claim of the eID X.509 authentication certificate. The at-
tribute value type should be xs: string .

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ns/ country

The URI for a claim that specifies the given name of an elD user. For elD users this defaults
to BE. The attribute value type should be xs: string .

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ dat eof bi rth

The URI for a claim that specifies the date of birth of an elD user. The attribute value type
should be xs: string .

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ gender

The URI for a claim that specifies the gender an elD user. The attribute value type should
be xs:string .

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clainms/locality

The URI for a claim that specifies the locality in which an elD user resides. The attribute value
type should be xs: string.

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ post al code

The URI for a claim that specifies the postal code of an elD user. The attribute value type
should be xs: string.
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http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai nms/
privat epersonalidentifier

The URI for a claim that specifies the private personal identifier (PPI) of the elD user. The
attribute value type should be xs: string .

http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ street addr ess

The URI for a claim that specifies the street address (street and house number) of the elD
user. The attribute value type should be xs: string.

urn: be:e-contract:iamclainms: sel f-claimed: of fi ce-key

The self claimed office key. The attribute value type should be xs: string.
urn:be:e-contract:iamclains: sel f-clai ned: sof t war e- key

The self claimed software key. The attribute value type should be xs: string.

Depending on the elD IP-STS policy, the elD IP-STS will enrich the SAML 2.0 bearer token with
attributes based on:

* The <wsp: Appl i esTo> element.

» The optional <wst : C ai ms> element that should be part of the <wst : Request Securit yToken>
element.

5.1. Request

A request that demonstrates the usage of elD attributes is given below. Here we omitted most
elements from the Section 2.1, “Request” message to better highlight the attribute sections.

<soap: Envel ope>
<soap: Header >

<wsse: Security soap: nust Under st and="1">

</wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securi t yToken>

<wst: C ains Dialect="http://schenas. xm soap. or g/ ws/ 2005/ 05/ i dentity">
<wsi d: d ai nType
Uri="http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dent i ty/ cl ai ns/ sur nane"/ >
<wsi d: C ai niType
Uri ="http://schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ gi vennane"/ >
</wst: C ai n8>
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Address>urn: sone-t arget - appl i cati on</ wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
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</ wsp: Appl i esTo>
<wst 14: Act As>
<sanml 2: Assertion | D="assertion-id"
| ssuel nst ant =" 2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">
<sanl 2: Attri but eSt at enent >
<sam 2: Attribute Nanme="urn:be:e-contract:sts:eid:identity">
<sam 2: AttributeVal ue xsi:type="xs:base64Bi nary">

</sam 2: Attri but eval ue>

</sanl 2: Attribute>

<sam 2: Attribute Name="urn:be:e-contract:sts:eid:identity-signature">
<sanl 2: AttributeVal ue xsi:type="xs: base64Bi nary" >

</sam 2: Attri buteVal ue>

</sam 2: Attri but e>

<saml 2: Attribute Nanme="urn:be:e-contract:sts:eid:nr-cert">
<sanml 2: AttributeVal ue xsi:type="xs:base64Bi nary">

</sam 2: Attri buteVal ue>
</sanml 2: Attribute>
</sam 2: Attri but eSt at enent >
</ sanl 2: Asserti on>
</ wst 14: Act As>
</ wst : Request Securit yToken>
</ soap: Body>
</ soap: Envel ope>

Notice that the <wst 14: Act As> <sam 2: Assertion> is not signed. This is because that
<sam 2: Assert i on> either contains self-claimed attributes, or the integrity protection is guaran-
teed by other means (such as the signatures on the different elD data files).

As you can see from the example, the request for the sur name and gi vennane claims, will re-
quire the provisioning of the elD identity file, the elD identity file signature, and the elD national
registration signing certificate. Otherwise the elD IP-STS cannot verify the security properties on
these elD data files, and thus cannot securely parse and assert the requested elD attributes. The
following table Table 2, “Attribute mapping” summarizes which <wst 14: Act As> input attributes
should be provided per requested claim type. Notice that we omitted the prefixes for brevity.

Table 2. Attribute mapping

ClaimType Uri Attribute Name Uri

nane identity ,identity-signature,nr-cert
sur nane identity ,identity-signature,nr-cert
gi vennane identity,identity-signature,nr-cert

x500di st i ngui shednane Nothing.

dateofbirth identity,identity-signature,nr-cert
gender identity ,identity-signature,nr-cert
locality identity , identity-signature , nr-cert , address , ad-

dress-signature
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ClaimType Uri Attribute Name Uri

post al code identity , identity-signature , nr-cert , address , ad-
dress-signature

street address identity , identity-signature , nr-cert , address , ad-

dress-signature

sof t war e- key sof t war e- key

of fice-key of fice-key

5.2. Processing

When the elD IP-STS receives elD data files via the additional <sanl 2: Asserti on> within the
request, is SHOULD perform the following additional processing, next to the processing already
defined under Section 2.2, “Processing” .

» Depending on the configured policy, determine whether the requested <wst : d ai ns> are per-
mitted by the calling application as indicated via <wsp: Appl i esTo> .

« Check whether the provided elD data files are sufficient to meet the requested claims.
 Validate the elD identity file signature using the received national registration X509 certificate.
» Perform a PKI validation against the national registration X509 certificate.

« Check the indicated validity period within the elD identity file.

» Check whether the national registration number within the elD identity file corresponds with the
SERIALNUMBER field of the elD authentication certificate distinguished name.

« Parse and (depending on the claims type) transform the elD identity attributes towards the
requested claims.
Similar processing applies to the elD address file if claims related to this file are requested.

5.3. Response

After successful processing, the elD IP-STS responds as follows. Again we omitted several re-
sponse elements to highlight the elD attribute relevant elements.

<soap: Envel ope>
<soap: Header >

</ soap: Header >
<soap: Body>
<wst : Request Secur it yTokenResponseCol | ecti on>
<wst : Request Securi t yTokenResponse>

<wst : Request edSecuri t yToken>
<saml 2: Assertion | D="assertionld"
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| ssuel nst ant =" 2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">

<saml 2: Attri but eSt at ement >

<sam 2: Attribute
Nanme="htt p: //schenmas. xnl soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ sur nane" >
<sam 2: Attri buteVal ue xsi:type="xs:string">

Cornelis

</sam 2: Attri but eVal ue>

</sam 2: Attri bute>

<sam 2: Attribute
Nanme="htt p: // schenmas. xnl soap. or g/ ws/ 2005/ 05/ i dent i t y/ cl ai ns/ gi vennane" >
<sam 2: Attri buteVal ue xsi:type="xs:string">

Fr ank

</sanl 2: Attri but eVal ue>

</sam 2: Attri bute>

</sam 2: Attri but eSt at enent >
</ sam 2: Assertion>
</ wst : Request edSecurit yToken>
</ wst : Request SecurityTokenResponse>
</ wst : Request Securit yTokenResponseCol | ecti on>
</ soap: Body>
</ soap: Envel ope>

5.4. Security Policy

A relying party web service could use the following security policy.

<wsp: Policy wsu: | d="Exanpl eSanl SecurityPolicy">
<wsp: Exact | yOne>
<wsp: Al | >
<sp: Transpor t Bi ndi ng>
<wsp: Pol i cy>
<sp: Tr ansport Token>
<wsp: Pol i cy>
<sp: Ht t psToken />
</wsp: Pol i cy>
</ sp: Transport Token>
<sp: Al gori t hnBui t e>
<wsp: Pol i cy>
<sp: Basi c128 />
</ wsp: Pol i cy>
</ sp: Al gorithnBuite>
<sp: I ncl udeTi nestanp />
</wsp: Pol i cy>
</ sp: Transpor t Bi ndi ng>
<sp: Si gnedSuppor ti ngTokens>
<wsp: Pol i cy>
<sp: | ssuedToken
sp: I ncl udeToken="htt p:// docs. oasi s- open. or g/ ws- sx/ ws- securitypolicy/ 200702/
I ncl udeToken/ Al waysToReci pi ent ">
<sp: Request Securi t yTokenTenpl at e>
<wst: TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst : TokenType>
<wst : KeyType>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Bear er
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</ wst : KeyType>
<wst:Cl ains Dialect="http://schenas. xm soap. or g/ ws/ 2005/ 05/ i dentity">
<wsi d: d ai nTType
Uri="http://schemas. m crosoft.com ws/ 2008/ 06/identity/clains/role" />

</wst: d ai ms>
</ sp: Request Securit yTokenTenpl at e>
<wsp: Pol i cy>
<sp: Requi rel nternal Ref erence />
</ wsp: Pol i cy>
<sp:|ssuer>
<wsa: Addr ess>
http://ww. w3. or g/ 2005/ 08/ addr essi ng/ anonynous
</ wsa: Addr ess>
<wsa: Met adat a>
<wsx: Met adat a>
<wsx: Met adat aSect i on>
<wsx: Met adat aRef er ence>
<wsa: Addr ess>
https://ww. e-contract. be/i am st s/ nex
</ wsa: Addr ess>
</ wsx: Met adat aRef er ence>
</ wsx: Met adat aSect i on>
</ wsx: Met adat a>
</wsa: Met adat a>
</ sp: | ssuer >
</ sp: | ssuedToken>
</ wsp: Pol i cy>
</ sp: Si gnedSupporti ngTokens>
<wsam Addr essi ng wsp: Opti onal ="f al se">
<wsp: Policy />
</ wsam Addr essi ng>
</wsp: Al |l >
</ wsp: Exact | yOne>
</ wsp: Pol i cy>

The above security policy explicitly states the requested claims towards the elD IP-STS via the
<wst : C ai ns> element.

6. Holder-of-key tokens

Under Section 2, “X.509 Certificate Token Profile” we described a way to retrieve bearer tokens.
Bearer tokens do not have proof keys while holder-of-key tokens do. A holder-of-key token is used
to ensure that messages sent from subject to RP are indeed from the subject claiming to have
sent them. This protocol-level protection guards against man in the middle attacks as it prevents
the SAML assertions to grasshopper between services. Especially within the context of the GDPR
this is an interesting security feature. Depending on the relying party's web service policy some
relying parties might require holder-of-key tokens.
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6.1. STS Request

In this section we describe how the elD IP-STS can issue holder-of-key tokens where the proof-
of-possession key is an RSA key. For a relying party to request a holder-of-key token it should
extend the Section 2.1, “Request” message under <wst : Request Securi t yToken> as follows:

<wst : KeyType>

http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ Publ i cKey
</ wst: KeyType>
<wst : UseKey>

<ds: Keyl nfo xm ns:ds="http://ww.w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>

</ ds: Modul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ wst : UseKey>

Here the <wst : UseKey> contains the RSA key to be used as proof-of-possession key in combi-
nation with the holder-of-key token issued by the elD IP-STS.

6.2. STS Response

When the elD IP-STS receives a request to issue a holder-of-key token, it will put the following
<sam 2: Subj ect Conf i r mat i on> within the returned <sani 2: Assertion> .

<samnl 2: Subj ect Confirnmati on
Met hod="ur n: oasi s: nanes: tc: SAM.: 2. 0: cm hol der - of - key" >
<sanl 2: Subj ect Confirmati onData xsi:type="sanl 2: Keyl nf oConfi r mati onDat aType" >
<ds: Keyl nf 0>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>

</ ds: Mbdul us>
<ds: Exponent >AQAB</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ sam 2: Subj ect Confi r mat i onDat a>
</ sanl 2: Subj ect Confi r mati on>

By using such holder-of-key token we basically switch from the X509 certificate trust model to
a SAML based trust model. Important to notice here is that the client keeps using the proof-of-
possession key towards relying parties when presenting the corresponding SAML holder-of-key
token. The advantage of this mechanism is that the relying party no longer needs to perform a
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full PKI validation of the elD authentication certificate chain. The relying party can simply trust the
elD IP-STS to already have executed the relevant PKI verifications as part of the token issuing.

6.3. Usage

The holder-of-key SAML token is used as described under Section 2.5, “ Usage via a SAML Token
Profile ” except that we also include an XML signature as part of the WS-Security header. This
XML signature refers to the SAML token within its <ds: Key! nf o> as follows.

<soap: Envel ope>
<soap: Header >

<wsa: To wsu: | d="To">https://ww. e-contract. be/ianm exanpl e</ To>
<wsse: Security soap: nust Under st and="true">
<wsu: Ti nest anp wsu: | d="TS">
<wsu: Cr eat ed>2014- 12- 10T15: 39: 35. 779Z</ wsu: Cr eat ed>
<wsu: Expi res>2014-12-10T15: 44: 35. 779Z</ wsu: Expi r es>
</ wsu: Ti mest anp>
<sani 2: Assertion | D="SAM.-| D"
| ssuel nst ant =" 2014- 12- 10T15: 39: 34. 738Z"
Ver si on="2.0">

</ sam 2: Assertion>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod
Al gorithnme"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" >
<ec: I ncl usi veNanespaces Prefi xLi st="soap"/>
</ ds: Canoni cal i zat i onMet hod>
<ds: Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xni dsi g- nor e#r sa- sha256"/ >
<ds: Reference URI ="#TS">
<ds: Transf or ns>
<ds: Transform
Al gorithnme"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#" >
<ec: | ncl usi veNanespaces PrefixLi st="wsse soap"/>
</ ds: Transf or m»>
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Reference URI ="#To">
<ds: Tr ansf or ms>
<ds: Transform
Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- c14n#" >
<ec: I ncl usi veNanespaces Prefi xLi st ="soap"/>
</ ds: Tr ansf or m»
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithn="http://ww.w3. org/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>. .. </ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
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<wsse: SecurityTokenRef erence
wssell: TokenType="http://docs. oasi s- open. or g/ wss/ oasi s- wss- sani - t oken-
profile-1. 1#SAM.V2. 0" >
<wsse: Keyl dentifier
Val ueType="htt p://docs. oasi s- open. or g/ wss/ oasi s- wss-sanl -t oken-profile-1. 1#SAM.| D' >
SAML- 1 D
</wsse: Keyl denti fier>
</wsse: SecurityTokenRef er ence>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ wsse: Security>
</ soap: Header >
<soap: Body>

</ soap: Body>
</ soap: Envel ope>

To prevent certain attacks, the holder-of-key token should sign both the <wsu: Ti mest anp> ele-
ment and the <wsa: To> element.

6.4. Security Policy

A web service can use the following WS-SecurityPolicy to express the required usage of holder-of-
key tokens.

<wsp: Policy wsu:ld="Hol der Of KeyPol i cy" >
<wsp: Exact | yOne>
<wsp: Al | >
<sp: Tr anspor t Bi ndi ng>
<wsp: Pol i cy>
<sp: Transport Token>
<wsp: Pol i cy>
<sp: Ht t psToken>
<wsp: Policy/>
</ sp: Htt psToken>
</ wsp: Poli cy>
</ sp: Transport Token>
<sp: Al gori t hnBui t e>
<wsp: Pol i cy>
<sp: Basi c128/ >
</ wsp: Poli cy>
</ sp: Al gorithnBuite>
<sp: I ncl udeTi mest anp/ >
</ wsp: Pol i cy>
</ sp: Transport Bi ndi ng>
<sp: Si gnedEndor si ngSuppor ti ngTokens>
<wsp: Pol i cy>
<sp: | ssuedToken
sp: I ncl udeToken="htt p:// docs. oasi s- open. or g/ ws- sx/ ws- securitypolicy/ 200702/
I ncl udeToken/ Al waysToReci pi ent ">
<sp: Request Securi t yTokenTenpl at e>
<wst : TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst : TokenType>
<wst : KeyType>
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http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ Publ i cKey
</ wst : KeyType>
</ sp: Request Securi t yTokenTenpl at e>
<wsp: Pol i cy>
<sp: Requi r el nt er nal Ref erence/ >
</wsp: Pol i cy>
<sp:|ssuer>
<wsa: Addr ess>
ht t p: // waww. w3. or g/ 2005/ 08/ addr essi ng/ anonynous
</ wsa: Addr ess>
<wsa: Met adat a>
<wsx: Met adat a>
<wsx: Met adat aSect i on>
<wsx: Met adat aRef er ence>
<wsa: Addr ess>
https://ww. e-contract. be/i am sts/ mex
</ wsa: Addr ess>
</ wsx: Met adat aRef er ence>
</ wsx: Met adat aSect i on>
</ wsx: Met adat a>
</ wsa: Met adat a>
</ sp: | ssuer >
</ sp: | ssuedToken>
<sp: Si gnedPar t s>
<sp: Header Nane="To"
Nanespace="http://ww. w3. or g/ 2005/ 08/ addr essi ng" />
</ sp: Si gnedPar t s>
</ wsp: Pol i cy>
</ sp: Si gnedEndor si ngSuppor ti ngTokens>
<wsam Addr essi ng wsp: Opti onal ="f al se">
<wsp: Policy/ >
</ wsam Addr essi ng>
</wsp: Al |l >
</ wsp: Exact | yOne>
</ wsp: Pol i cy>

Notice here the usage of <sp: Si gnedEndor si ngSuppor ti ngToken>."Si gned" because the used
TLS Tr ansport Bi ndi ng signs the supporting token . "Endor si ng" because the holder-of-key to-
ken adds a required proof-of-possession signature and thus endorses part of the message.

7. Passive to Active Federation

Within the context of web applications, it might be required to be able to invoke a web service on
behalf of the user that is currently logged in. Here the web application has already authenticated
the end-user by means of an identity provider and hence has a SAML assertion available. Such
SAML assertion is often called a passive SAML assertion, as it was acquired by means of a passive
(i.e., web browser based) authentication flow. However, given the limited validity of such passive
SAML assertions, direct usage of such passive SAML assertions for authentication towards a
SOAP web service might not be workable.

We define a WS-Trust version 1.4 [WS-Trust14] based STS that is capable of exchanging a short-
living passive SAML assertion for an active SAML assertion that can have a longer validity and
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allows the web application to act on behalf of the authenticated end-user towards trusting web
services.

Special attention is given to the following aspects:

* Interoperability with different STS clients like the Apache CXF STS client and the Windows Com-
munication Foundation (WCF) framework using WsTr ust Channel Fact ory and WSTr ust Chan-
nel .

« Security, to prevent any web application that acquired a passive SAML assertion to be able to
invoke the protected web services. The STS must be able to selectively allow only certain web
applications to exchange a passive SAML assertion for an active SAML assertion. Hence the
web application needs to perform a strong authentication towards the STS. Given this difference
in security model, implementing STS services should use a different endpoint.

7.1. Request

The STS request looks as given below.

<soap: Envel ope>
<soap: Header >
<wsa: Acti on soap: nust Under st and="1">
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ RST/ | ssue
</wsa: Acti on>
<wsa: Messagel D>ur n: uui d: . . . </ wsa: Messagel D>
<wsa: To s: must Understand="1" u:ld="to">https://...</wsa: To>
<wsa: Repl yTo>
<wsa: Address>http://ww. w3. or g/ 2005/ 08/ addr essi ng/ anonynpus</ wsa: Addr ess>
</wsa: Repl yTo>
<wsse: Security soap: nust Under st and="1">
<wsse: Bi narySecurityToken>
WS- Security X509 TOKEN HERE
</wsse: Bi narySecurityToken>
<wsu: Ti nest anp wsu: | d="ti mest anp" >
<wsu: Creat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T09: 36: 27. 700Z</ wsu: Expi r es>
</ wsu: Ti nest anp>
<ds: Si gnat ur e>
WS- Security X509 SI GNATURE HERE
</ ds: Si gnat ur e>
</wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securi t yToken>
<wst : Request Type>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ | ssue
</ wst: Request Type>
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref erence>
<wsa: Addr ess>ur n: sone-t ar get - appl i cati on</ wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>
<wst : OnBehal f Of >
<sam 2: Assertion>
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PASSI VE SAML ASSERTI ON HERE
</ sanl 2: Assertion>
</ wst : OnBehal f Of >
<wst : TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst: TokenType>
<wst : KeyType>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ Bear er
</ wst: KeyType>
<wst : Renewi ng/ >
</ wst : Request Securi t yToken>
</ soap: Body>
</ soap: Envel ope>

The STS client sends this request towards the STS over TLS ( [RFC 2246] ). This allows the client
to authenticate the STS and gives us confidentiality and integrity.

The STS client authenticates itself towards the STS by means of the WS-Security X509 profile
[WSS-X509]. This allows the STS to authenticate the (web) application.

The passive SAML assertion is passed towards the STS via the <wst : OnBehal f Of > element.

7.2. Processing
The STS performs at least the following processing:

« Authenticate the STS client using the WS-Security X509 profile signature.

» Validate the passive SAML assertion validity. Important here is that the STS trusts the certificate
of the identity provider that issued the passive SAML assertion and that the validity period still
applies.

 Verify whether the requested <wsp: Appl i esTo> URI is allowed for the authenticated STS client
and the verified passive identity provider.

« Optionally the STS could further ensure whether the passive identity provider indeed intented
to authenticate the end-user within the context of the calling STS client. This could be achieved
by also verifying the Reci pi ent attribute of the <sami 2: Subj ect Confi r mat i onDat a> element
within the passive SAML assertion as the Reci pi ent attribute contains the URL of the landing
page within the web application where the passive identity provider delivered the SAML/WS-
Federation response. Notice here that the usage of <sam 2: Audi enceRest ri cti on> here might
not be appropriate as this might not be specific enough, or could be influenced by rogue web
applications.

7.3. Response
In case of positive validation, the STS response looks as follows.
<soap: Envel ope>

<soap: Header >
<wsa: Action soap: nust Under st and="1">
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http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ RSTRC/ | ssueFi nal
</wsa: Acti on>
<wsa: Rel at esTo>urn: uui d: . .. </ wsa: Rel at esTo>
<wsse: Security soap: nust Under st and="1">
<wsu: Ti nest anp wsu: | d="ti mest anp" >
<wsu: Creat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T09: 36: 27. 700Z</ wsu: Expi r es>
</ wsu: Ti mest anp>
</wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securi t yTokenResponseCol | ecti on>
<wst : Request Securit yTokenResponse>
<wst: TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst: TokenType>
<wst: Lifetime>
<wsu: Creat ed>2012- 01- 17T09: 31: 29. 143Z</ wsu: Cr eat ed>
<wsu: Expi res>2012-01- 17T10: 31: 29. 143Z</ wsu: Expi r es>
</trust:Lifetinme>
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>urn: sone-target - appl i cati on</ a: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>
<wst : Request edSecuri t yToken>
<sanl 2: Assertion | D="assertionld"
| ssuel nstant =" 2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">
<sam 2: 1 ssuer>https://...</sanl 2:|ssuer>
<saml 2: Subj ect >
<sani 2: Nanel D
For mat =" ur n: oasi s: nanes: tc: SAM.: 1. 1: nanei d-fornat : transi ent">
71715100070
</ sam 2: Nanel D>
<sanl 2: Subj ect Confi rmati on
Met hod="ur n: oasi s: nanes: tc: SAM.: 2. 0: cm bearer"/ >
</ sani 2: Subj ect >
<saml 2: Condi ti ons Not Bef or e="2011- 05- 09T08: 36: 37. 3592"
Not OnOr Af t er =" 2011- 05- 09T10: 36: 37. 359Z" >
<sanl 2: Audi enceRestriction>
<sani 2: Audi ence>
urn: some-target-application
</ sam 2: Audi ence>
</ sam 2: Audi enceRestricti on>
</ saml 2: Condi ti ons>
<ds: Si gnat ur e>
<ds: Si gnedI nf o>
<ds: Canoni cal i zati onMet hod
Al gorithme"http://ww. w3. or g/ 2001/ 10/ xnl - exc- c14n#"/ >
<ds: Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<ds: Ref erence URI ="#assertion">
<ds: Tr ansf or ms>
<ds: Transform
Al gorithme"http://ww. w3. org/ 2000/ 09/ xni dsi g#envel oped- si gnature"/ >
<ds: Transform
Al gorithme"http://ww. w3. or g/ 2001/ 10/ xnl - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod
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Al gorithm="http://ww.w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedI nf o>
<ds: Si gnat ur eVal ue>. .. </ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>...</ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ sam 2: Assertion>
</ wst: Request edSecuri tyToken>
<wst : Request edAt t achedRef er ence>
<wsse: SecurityTokenRef erence
wsse: TokenType="http://docs. oasi s- open. or g/ wss/ oasi s- wss- sani -t oken-
profile-1.1#SAM.V2. 0" >
<wsse: Keyl dentifier
Val ueType="http://docs. oasi s- open. or g/ wss/ oasi s- wss-sanl -t oken-profil e-1. 1#SAM.| D' >
assertionld
</wsse: Keyl denti fier>
</ wsse: SecurityTokenRef erence>
</ wst : Request edAt t achedRef er ence>
</ wst : Request Secur it yTokenResponse>
</ wst : Request SecurityTokenResponseCol | ecti on>
</ soap: Body>
</ soap: Envel ope>

7.4. Extensions
The STS might support the following extensions.

7.4.1. Lifetime

The STS client might want to limit the validity of the acquiring SAML assertion to limit possible
abuse. The STS client can indicate the desired valid time range by means of the <wst : Li f et i ne>
element within the STS request. An example is shown below.

<wst: Lifetime>
<wsu: Creat ed>2019- 01- 30T10: 09: 02. 974Z</ wsu: Cr eat ed>
<wsu: Expi res>2019-01- 30T10: 19: 02. 974Z</ wsu: Expi res>
</wst:Lifetime>

Depending on the STS policy configuration, the STS can honor the requested lifetime or not.

7.4.2. Holder-of-key

As the STS issued SAML assertions have a long lifetime, the consuming web services might
require a stricter security model using holder-of-key SAML assertions. Hence the STS should also
support the issuing of holder-of-key SAML assertions. The STS client can indicate this within the
STS request as follows.
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<wst : KeyType>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ Publ i cKey
</ wst : KeyType>
<wst : UseKey>
<ds: Keyl nf o>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>. .. </ ds: Modul us>
<ds: Exponent >. .. </ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf o>
</ wst : UseKey>

Here the <wst : UseKey> contains the RSA public key to be used as proof-of-possession key in
combination with the holder-of-key token issued by the STS.

7.4.3. Self-claimed Attributes

To allow the STS client to inject self-claimed attributes, an STS might support the usage of
<wst 14: Act As> in combination with <wst : OnBehal f O >. Although the WS-Trust [WS-Trust14]
specification does not define the semantics when both <wst 14: Act As> and <wst : OnBehal f Of >
are used at the same time, it does not prevent such scenario explicitly. Furthermore both the
Apache CXF STS client and WCF allow for such combined usage.

The following example illustrates how to enrich the STS response SAML assertion with self-
claimed attributes.

<soap: Envel ope>
<soap: Header >
<wsa: Action soap: nust Under st and="1">
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ RST/ | ssue
</wsa: Acti on>
<wsa: Messagel D>ur n: uui d: . . . </ wsa: Messagel D>
<wsa: To s: nustUnderstand="1" u:ld="to">https://...</wsa: To>
<wsa: Repl yTo>
<wsa: Address>http://ww. w3. or g/ 2005/ 08/ addr essi ng/ anonynous</ wsa: Addr ess>
</wsa: Repl yTo>
<wsse: Security soap: nmust Under st and="1">
<wsse: Bi narySecurityToken>
WB- Security X509 TOKEN HERE
</ wsse: Bi narySecurityToken>
<wsu: Ti nest anp wsu: | d="ti mest anp" >
<wsu: Creat ed>2012- 01- 17T09: 31: 27. 700Z</ wsu: Cr eat ed>
<wsu: Expi res>2012- 01- 17T09: 36: 27. 700Z</ wsu: Expi r es>
</wsu: Ti mest anp>
<ds: Si gnat ur e>
WB- Security X509 S| GNATURE HERE
</ ds: Si gnat ur e>
</ wsse: Security>
</ soap: Header >
<soap: Body>
<wst : Request Securit yToken>
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<wst : Request Type>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ | ssue
</ wst : Request Type>
<wsp: Appl i esTo>
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>urn: sone-t arget-applicati on</wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ wsp: Appl i esTo>
<wst:Clains Dialect="http://schenas. xm soap. or g/ ws/ 2005/ 05/ i denti ty">
<wsi d: C ai nTType
Uri ="urn: be:e-contract:iamclains:self-clainmed: office-key"/>
<wsi d: d ai nTType
Uri ="urn: be:e-contract:iamclains:sel f-clainmed: software-key"/>
</wst: d ai ms>
<wst : OnBehal f OF >
<saml 2: Assertion>
PASSI VE SAML ASSERTI ON HERE
</ saml 2: Assertion>
</ wst: OnBehal f OF >
<wst : TokenType>
http://docs. oasi s- open. or g/ wss/ oasi s-wss-sani -t oken-profile-1. 1#SAM.V2. 0
</ wst : TokenType>
<wst : KeyType>
http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Bear er
</ wst : KeyType>
<wst 14: Act As>
<saml 2: Assertion | D="assertion-id"
| ssuel nstant =" 2011- 05- 09T09: 36: 37. 359Z" Versi on="2.0">
<sam 2: | ssuer >sel f-cl ai med</ sani 2: | ssuer >
<sam 2: Attri but eSt at ement >
<saml 2: Attribute Nanme="urn:be:e-contract:iamclains:self-clainmed: office-key">
<sam 2: Attri buteVal ue xsi:type="xs:string">
of fi ce-key-val ue
</sam 2: Attri but eVal ue>
</sam 2: Attri bute>
<sam 2: Attribute Name="urn:be:e-contract:iamclains:self-clainmed: sof t war e- key" >
<sam 2: Attri buteVal ue xsi:type="xs:string">
sof t war e- key- val ue
</sam 2: Attri but evVal ue>
</sam 2: Attri but e>
</sam 2: Attri but eSt at enent >
</ sam 2: Assertion>
</wst 14: Act As>
<wst : Renewi ng/ >

</ wst : Request SecurityToken>

</ soap: Body>

</ soap: Envel ope>

As shown in the example, we request additional claims via the <wst : C ai ns> element. These
claims are provided via a <wst 14: Act As> SAML assertion. The <wst 14: Act As> SAML assertion
does not need to be signed as it may only contain a restricted set of self-claimed attributes. STS
implementations should support the following self-claimed attributes:

e urn:be:e-contract:iamclains:self-clai med: of fi ce-key

e urn:be:e-contract:iamclains:sel f-clai med: sof t war e- key
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A. elD Security Token Service Specifications License

@080

This document has been released under the Creative Commons 3.0 [http://creativecommons.org/
licenses/by-nc-nd/3.0/] license.

B. elD Security Token Service Project License

The elD Security Token Service Project source code has been released under the GNU LGPL
version 3.0.

This is free software; you can redistribute it and/or nodify it under the terns
of the GNU Lesser General Public License version 3.0 as published by the Free
Sof t war e Foundati on.

This software is distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; without even the inplied warranty of MERCHANTABI LI TY or FI TNESS FOR A
PARTI CULAR PURPCSE. See the GNU Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public License along
with this software; if not, see http://ww.gnu.org/licenses/.
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