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Abstract

This document details on the Digital Signature Service Protocol specifications.
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1. Introduction

This Digital Signature Service Protocol features inherent security. This means that developers,
when integrating the protocol, are forces to operate in a secure way by design. Thus the design of
this protocol features certain security properties that integrating parties can no longer circumvent.

In this document we do not give a formal specification of the Digital Signature Service Protocol.
Instead we define the protocol by means of a protocol run example. We find it more valuable to
explain the choices we made when designing this protocol.

The protocol involves three parties:

» The web application that wants the end-user to sign a certain document.
« The DSS service that facilitates in letting the end-user to sign the document.

« The end-user (web browser client) that actually performs the document signing using for exam-
ple an elD card.

The signing protocols of the OASIS DSS specification [DSSCore] mainly focus on centralized key
management systems. Such an architecture makes sense for situations where the connecting
clients do not own tokens with signing capabilities themselves. However, large-scale signing token
deployments (e.g. national elD cards) reduce the need for a centralized key management system.
In such scenarios it is still interesting to keep a centralized system in place for several reasons:

» Despite the fact that every person owns a token with signing capability, he/she might not have
the appropriate software installed on the system for the creation of electronic signatures. It might
be easier to maintain a lightweight applet solution, instead of a full blown token middleware
that has to be installed on every participating client's system. The diversity among the client
platforms is also easier to manage from a centralized platform instead of by distributing token
middleware to all participating clients. Furthermore, managing the configuration of the signature
policy to be used for the creation and validation of signatures within a certain business context
might be easier using a centralized platform.

« When transforming a paper-world business work flow to a digital equivalent that includes the
creation and/or validation of electronic signatures, it might be interesting to offer the sub-process
of creating/validating electronic signatures as an online service. Given the technicality of signa-
ture creation and validation, a clean separation of concerns in the service architecture is desired.

* From a technical point of view, it might be easier to maintain different DSS instances each
specializing in handling a specific token type. E.g. tokens per vendor, or per country.

So the role of the centralized system shifts from key management to providing a platform that

manages the technicalities of signing documents using client tokens. Such Digital Signature Ser-

vice (DSS) systems require a new set of protocol messages for the creation of signatures where

signature computation is accomplished via local tokens.
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1.1. Namespaces

The XML namespaces used in the following sections are described in Table 1, “XML Namespaces”

Table 1. XML Namespaces

Prefix Namespace

dss urn:oasis:nanes:tc:dss: 1. 0: core: schemn

async urn:oasis:nanes:tc:dss: 1. 0: profil es:asynchronousprocessing: 1.0
ds htt p: // ww. w3. or g/ 2000/ 09/ xm dsi g#

md urn:oasi s: names: tc: SAM.: 2. 0: net adat a

sam 2 urn:oasi s: names: tc: SAML: 2. 0: assertion

soap htt p: // ww. w3. or g/ 2003/ 05/ soap- envel ope

wsa htt p: // ww. w3. or g/ 2005/ 08/ addr essi ng

wsse http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-

wssecurity-secext-1.0.xsd

wsu http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-
wssecurity-utility-1.0.xsd

wst http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512

ec http://ww. w3. or g/ 2001/ 10/ xnm - exc- cl4n#

dssp urn: be:e-contract:dssp:1.0

vr urn:oasis:nanes:tc:dss-x:1.0:profiles:verificationreport:schema#
Vs urn:oasi s: names: tc:dssx: 1. 0: profiles: VisibleSignatures: schema#
wsc http://docs. oasi s- open. or g/ ws- sx/ ws- secur econver sati on/ 200512
XSi http: //ww. w3. or g/ 2001/ XM_Schene- i nst ance

xacm p urn:oasi s: names: tc: xacm : 2. 0: policy: schema: os

1.2. References

[Base64] S. Josefsson, The Basel6, Base32, and Base64 Data Encodings , The Internet Society,
2006 http://tools.ietf.org/html/rfc4648 [http://tools.ietf.org/html/rfc4648]

[DSSAsync] A. Kuehne et al., Asynchronous Processing Abstract Profile of the OASIS Digital Sig-
nature Services Version 1.0 , OASIS, April 2007 http://docs.oasis-open.org/dss/v1.0/oa-
sis-dss-profiles-asynchronous_processing-spec-v1.0-o0s.pdf [http://docs.oasis-open.org/
dss/v1.0/oasis-dss-profiles-asynchronous_processing-spec-v1.0-o0s.pdf]

[DSSCore] S. Drees et al., Digital Signature Service Core Protocols and Elements , OASIS,
April 2007 http://docs.oasis-open.org/dss/v1.0/oasis-dss-core-spec-v1.0-0s.pdf [http:/
docs.oasis-open.org/dss/v1.0/oasis-dss-core-spec-v1.0-0s.pdf]
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[DSSVer] D. Hhnlein et al., Profile for Comprehensive Multi-Signature Verification Reports Ver-
sion 1.0 , OASIS, November 2010 http://docs.oasis-open.org/dss-x/profiles/verification-
report/oasis-dssx-1.0-profiles-vr-cs01.pdf [http://docs.oasis-open.org/dss-x/profiles/veri-
ficationreport/oasis-dssx-1.0-profiles-vr-cs01.pdf]

[DSSVisSig] Ezer Farhi et al., Visible Signature Profile of the OASIS Digital Signature Ser-
vices Version 1.0 , OASIS, 8 May 2010 http://docs.oasis-open.org/dss-x/profiles/visual-
sig/v1.0/cs0l/oasis-dssx-1.0-profiles-visualsig-cs1.pdf [http://docs.oasis-open.org/dss-
x/profiles/visualsig/v1.0/cs01/oasis-dssx-1.0-profiles-visualsig-cs1.pdf]

[Excl-C14N] J. Boyer et al., Exclusive XML Canonicalization Version 1.0 , World Wide Web Con-
sortium, July 2002 http://www.w3.org/TR/xml-exc-c14n/ [http://www.w3.0rg/TR/xml-exc-
cl4n/]

[HTML401] D. Raggett et al., HTML 4.01 Specification , World Wide Web Consortium, December
1999 http://iwww.w3.org/TR/html4 [http://www.w3.0rg/TR/html4]

[RFC 2616] R. Fielding et al., Hypertext Transfer Protocol - HTTP/1.1. , http://www.ietf.org/rfc/
rfc2616.txt IETF (Internet Engineering Task Force) RFC 2616, June 1999.

[SAML] Scott Cantor, John Kemp, Rob Philpott, Eve Maler, Assertions and Protocols for the
OASIS Security Assertion Markup Language (SAML) V2.0 , OASIS, 15 March 2005
https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-0s.pdf

[SAML-MD] Scott Cantor, Jahan Moreh, Rob Philpott, Eve Maler, Metadata for the OASIS Security
Assertion Markup Language (SAML) V2.0 , OASIS, 15 March 2005 https://docs.oasis-
open.org/security/saml/v2.0/saml-metadata-2.0-o0s.pdf

[SOAP]W3C, SOAP Version 1.2, SOAP Version 1.2 [http://www.w3.0rg/TR/soapl12-partl/] W3C
Recommendation 27 April 2007

[SWA] WS-I, Attachments Profile Version 1.0 , WS-I Attachments Profile Version 1.0 [http://
www.ws-i.org/Profiles/AttachmentsProfile-1.0.html] Web Services Interoperability Orga-
nization

[RFC 2246] T. Dierks, C. Allen, The TLS Protocol Version 1.0 , http://www.ietf.org/rfc/rfc2246.txt
IETF (Internet Engineering Task Force) RFC 2246, January 1999.

[WS-SecConv] A. Nadalin et al, WS-SecureConversation 1.4 , OASIS,
February 2009 http://docs.oasis-open.org/ws-sx/ws-secureconversation/vl.4/ws-
secureconversation.html [http://docs.oasis-open.org/ws-sx/ws-secureconversation/vl.4/
ws-secureconversation.html]

[WS-Sec] Kelvin Lawrence, Chris Kaler, OASIS Web Services Security: SOAP Message Security
1.1 , OASIS, February 2006 OASIS WS-Security 1.1 [https://docs.oasis-open.org/wss/
v1.1l/wss-v1.1-spec-0s-SOAPMessageSecurity.pdf]

[WSS-SAML] Anthony Nadalin, Chris Kaler, Ronald Monzillo, Phillip Hallam-Baker OASIS
Web Services Security: SAML Token Profile 1.1 , OASIS, February 2006 OASIS
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WS-Security SAML Profile 1.1 [https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-0s-
SAMLTokenProfile.pdf]

[WSS-UT] Anthony Nadalin, Chris Kaler, Ronald Monzillo, Phillip Hallam-Baker OASIS Web Ser-
vices Security: UsernameToken Profile 1.1 , OASIS, February 2006 OASIS WS-Secu-
rity UsernameToken Profile 1.1 [https://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-0s-
UsernameTokenProfile.pdf]

[WSS-X509] Anthony Nadalin, Chris Kaler, Ronald Monzillo, Phillip Hallam-Baker OASIS Web
Services Security: X.509 Certificate Token Profile 1.1 , OASIS, 1 February 2006 OASIS
WS-Security X.509 Certificate Token Profile 1.1 [https://docs.oasis-open.org/wss/v1.1/
wss-v1.1-spec-0s-x509TokenProfile.pdf]

[WS-Trust] A. Nadalin et al., WS-Trust 1.3 , OASIS, March 2007 http://docs.oasis-
open.org/ws-sx/ws-trust/200512/ws-trust-1.3-0s.html  [http://docs.oasis-open.org/ws-sx/
ws-trust/200512/ws-trust-1.3-0s.html]

[XACML] eXtensible Access Control Markup Language (XACML) Version 2.0 , OASIS, 1 Feb 2005
http://docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-core-spec-os.pdf [http://
docs.oasis-open.org/xacml/2.0/access_control-xacml-2.0-core-spec-0s.pdf]

[XHTML] XHTML 1.0 The Extensible HyperText Markup Language (Second Edition) , World Wide
Web Consortium Recommendation, August 2002 http://www.w3.org/TR/xhtml1/ [http://
www.w3.0rg/TR/xhtml1/]

[XMLSig] D. Eastlake et al., XML-Signature Syntax and Processing , W3C Recommendation, June
2008 http://www.w3.org/TR/xmldsig-core/

[XML-ns] T. Bray, D. Hollander, A. Layman, Namespaces in XML , W3C Recommendation, Jan-
uary 1999 http://www.w3.0rg/TR/1999/REC-xml-names-19990114 [http://www.w3.org/
TR/1999/REC-xml-names-19990114]

2. The basic protocol run

The basic protocol run consists of three request/response messages.

» The web application uploads the document to be signed to the DSS.

 Actual signing request from the web application towards the DSS. This involves a web browser
POST request/response flow.

« The web application downloads the signed document from the DSS.
2.1. Document uploading

A protocol run starts with a SOAP version 1.2 request [SOAP] from the web application towards
the DSS. This first step allows the web application to send over the document to be signed to the
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DSS. It also allows for the web application and the DSS to establish a security context. Via this
mechanism, subsequent request/response messages are protected.

The document is not transmitted via a Browser POST. Given the upload limitation of most end-
user's internet connection, this would otherwise result in a bad end-user experience when trying
to sign a large document.

An example initial request message is given below.

<soap: Envel ope>
<soap: Body>
<dss: Si gnRequest Profile="urn: be: e-contract:dssp:1.0">
<dss: Opti onal | nput s>
<dss: Addi ti onal Profil e>
urn:oasi s: nanmes:tc:dss: 1. 0: profil es:asynchronousprocessi ng
</ dss: Addi ti onal Profil e>
<wst : Request Securi t yToken>
<wst: TokenType>
http://docs. oasi s- open. or g/ ws- sx/ ws- secur econver sati on/ 200512/ sct
</ wst: TokenType>
<wst : Request Type>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ | ssue
</ wst : Request Type>
<wst : Ent r opy>
<wst : Bi narySecret Type=
"http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Nonce" >

</ wst : Bi narySecr et >
</ wst : Entropy>
<wst : KeySi ze>256</ wst : KeySi ze>
</ wst : Request Securit yToken>
<dss: Si gnat ur ePl acenent Wi chDocunent =" doc1"
Cr eat eEnvel opedSi gnat ure="true"/>
<dss: Si gnat ur eType>
urn: be: e_contract: dssp: si gnature: xades- x- |
</ dss: Si gnat ur eType>
</ dss: Opti onal | nput s>
<dss: | nput Docunent s>
<dss: Docunent | D="doc1">
<dss: Base64Data M neType="...">the docunent </ dss: Base64Dat a>
</ dss: Docunent >
</ dss: | nput Docunent s>
</ dss: Si gnRequest >
</ soap: Body>
</ soap: Envel ope>

The document to be signed is passed via the <dss: Docunent > element. DSS implementations
should support both <dss: Base64XM._> and <dss: Base64Dat a> to transport documents. We use
the OASIS Asynchronous Abstract Profile [DSSAsync] given the nature of this first request.

Because the transmitted document can contain sensitive data, the SOAP request is transmitted
over SSL [RFC 2246] . This also allows the web application to authenticate and trust the DSS
endpoint.
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Via WS-SecureConversation [WS-SecConv] the web application and DSS establish a shared se-
cure conversation and corresponding session key. This session key is used to sign subsequent
message exchanges. This mechanism thus gives us integrity protection.

We do not use the WS-Addressing features as defined within the WS-SecureConversation specs,
as we do not need such routing capabilities.

Since implementing DSS products might support multiple signature types, we include an optional
<dss: Si gnat ur eType> element. We define the following signature type URIs:

e urn:be:e-contract: dssp: si gnature: xades- x- |

This signature type is compatible with the signatures created by elD DSS 1.0.x.
* urn:be:e-contract: dssp: signature: xades- basel i ne

ETSI XAdES Baseline profile signatures.
e urn:be:e-contract:dssp: signature: pades- basel i ne

ETSI PAJES Baseline profile signatures.

If the <dss: Si gnat ur eType> element is not provided, the DSS will determine the most appropriate
signature type itself.

The DSS server responds as follows:

<soap: Envel ope>
<soap: Body>
<dss: Si gnResponse Profil e="urn:be: e-contract:dssp:1.0">
<dss: Resul t >
<dss: Resul t Maj or >
urn: oasi s: nanmes: tc:dss: 1. 0: profil es: asynchronousprocessi ng: resul t maj or : Pendi ng
</ dss: Resul t Maj or >
</ dss: Resul t >
<dss: Opt i onal Qut put s>
<async: Responsel D>r esponsel d</ async: Responsel D>
<wst : Request Securit yTokenResponseCol | ecti on>
<wst : Request Securit yTokenResponse>
<wst : TokenType>
http://docs. oasi s- open. or g/ ws- sx/ ws- secur econver sati on/ 200512/ sct
</ wst : TokenType>
<wst : Request edSecuri t yToken>
<wsc: Securi tyCont ext Token wsu: | d="t oken-ref">
<wsc: ldentifier>
t oken-id
</wsc:ldentifier>
</ wsc: Securi t yCont ext Token>
</ wst : Request edSecurit yToken>
<wst : Request edAt t achedRef er ence>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#token-ref"/>
</ wsse: SecurityTokenRef erence>
</ wst : Request edAt t achedRef er ence>
<wst : Request edUnat t achedRef er ence>
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<wsse: SecurityTokenRef er ence>
<wsse: Ref erence
Val ueType="http://docs. oasi s- open. or g/ ws- sx/ ws- secur econver sat i on/ 200512/ sct "
URI ="t oken-id" />
</ wsse: SecurityTokenRef erence>
</ wst : Request edUnat t achedRef er ence>
<wst : Request edPr oof Token>
<wst : Conput edKey>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ CK/ PSHA1
</ wst : Conput edKey>
</ wst : Request edPr oof Token>
<wst: Ent r opy>
<wst : Bi narySecret Type=
"http://docs. oasi s-open. or g/ ws- sx/ ws-trust/ 200512/ Nonce" >

</ wst : Bi narySecr et >
</ wst: Entropy>
<wst : KeySi ze>256</ wst : KeySi ze>
<wst: Lifetime>
<wsu: Creat ed>. . . </ wsu: Cr eat ed>
<wsu: Expires>. .. </wsu: Expi res>
</wst: Lifetime>
</ wst : Request Securit yTokenResponse>
</ wst : Request Securit yTokenResponseCol | ecti on>
</ dss: Opti onal Qut put s>
</ dss: Si gnResponse>
</ soap: Body>
</ soap: Envel ope>

The value of the <async: Responsel D> element is used by the web application to further reference
the uploaded document that has to be signed.

The secure conversation token and corresponding proof-of-possession key is used to secure the
subsequent messages between application and DSS server. The proof-of-possession key is gen-
erated using the P_SHA- 1 algorithm [RFC 2246] . By using the P_SHA- 1 algorithm, both client and
server have some guarantee that the computed shared secret is only used in the context of the
current DSS secure conversation and that it offers sufficient secrecy.

2.1.1. Errors

In case the DSS receives an unsupported document format, the DSS service returns in
<dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasi s: nanmes:tc:dss: 1.0:resul t maj or: RequesterError
and a <dss: Resul t M nor > of
urn: be:e-contract:dssp: 1.0: resul t m nor: Unsupport edM nmeType

In case the DSS receives an unsupported <dss: Si gnat ur eType> value, the DSS service returns
in <dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasi s:names:tc:dss:1.0:resul t maj or: Requester Error

and a <dss: Resul t M nor > of
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urn: be: e-contract:dssp: 1. 0:resul t mi nor: Unsupport edSi gnat ureType

In case the DSS receives a <dss: Si gnat ur eType> value that is not supported for the given mime
type, the DSS service returns in <dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasi s:names:tc:dss:1.0:resul t maj or: Requester Error
and a <dss: Resul t M nor > of
urn: be:e-contract:dssp:1.0:resul tm nor:IncorrectSignatureType

In case the DSS requires application credentials during the document uploading (e.g. production
only usage), the DSS service returns in <dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasis: nanes:tc:dss: 1. 0:resul t maj or: RequesterError
and a <dss: Resul t M nor > of

urn: be:e-contract:dssp: 1. 0: resul t mi nor: aut hentication-required

2.2. Browser POST

The next request/response messages use a Browser POST as the DSS requires control over the
end-user web browser to interact with the end-user and signature creation device (e.g., a smart
card). This flow is similar to a classical SAML 2.0 Browser POST sequence.

The web application initiates a Browser POST towards the DSS server by means of the following
HTML page [HTML401] :

<htm >
<head><titl| e>DSS Browser POST</titl| e></head>
<body>
<p>Redirecting to the DSS Server...</p>
<f orm nane="Br owser Post For ' net hod="post"
action="https://ww.e-contract.be/dss-ws/start">
<input type="hi dden" nanme="Pendi ngRequest" val ue="..."/>
</fornp
<script type="text/javascript">
wi ndow. onl oad = function() {
docunent . for ns[ " Br owser Post For ni'] . submi t ()
¥
</script>
</ body>
</ htnm >

Here the Pendi ngRequest field of the HTML form contains the base64 encoded [Base64]
<async: Pendi ngRequest > message. This <async: Pendi ngRequest > message looks as follows:

<async: Pendi ngRequest Profil e="urn: be: e-contract: dssp: 1. 0">
<dss: Opti onal | nput s>
<dss: Addi ti onal Profil e>
urn: oasi s: nanmes: tc:dss: 1. 0: profil es: asynchronousprocessi ng
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</ dss: Addi ti onal Profil e>
<async: Responsel D>r esponsel d</ async: Responsel D>
<wsa: Messagel D>
uui d: 6B29FC40- CA47- 1067- B31D- 00DD010662DA
</wsa: Messagel D>
<wsu: Ti nest anp>
<wsu: Cr eat ed>2001- 09- 13T08: 42: 00Z</ wsu: Cr eat ed>
<wsu: Expi res>2001- 10- 13T09: 00: 00Z</ wsu: Expi r es>
</wsu: Ti mest anp>
<wsa: Repl yTo>

<wsa: Address>web application | andi ng page URL</wsa: Address>

</ wsa: Repl yTo>
<ds: Si gnat ur e>
<ds: Si gnedI nf 0>
<ds: Canoni cal i zati onMet hod

Al gorithne"http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >

<ds: Si gnat ur eMet hod Al gorithne
"http://ww. w3. or g/ 2000/ 09/ xnl dsi g#hmac- shal"/ >
<ds: Ref erence URI ="">
<ds: Transf or ms>
<ds: Transform Al gorithm=

"http://ww. w3. org/ 2000/ 09/ xnl dsi g#envel oped- si gnat ure"/ >

<ds: Transform Al gori t hm=

"http://www w3. or g/ 2001/ 10/ xnl - exc- cl4n#"/ >

</ ds: Tr ansf or ns>
<ds: Di gest Met hod

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >

<ds: Di gest Val ue>. .. </ ds: Di gest Val ue/ >
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>. . . </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence Val ueType=

"http://docs. oasi s-open. or g/ ws- sx/ ws- secur econver sati on/ 200512/ sct "

URI ="t oken-id" />
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
</ dss: Opti onal | nput s>
</ async: Pendi ngRequest >

Via the <async: Responsel D> element the web application references the document that was
previously transmitted to the DSS server via the SOAP call described under Section 2.1, “Docu-
ment uploading” . The different WS-Addressing and XML signature elements are used to secure
the transmitted message. The message-level XML signature is using the security token's corre-
sponding proof-of-possession key. The XML signature requires a <ds: Ref er ence> element with
attribute URI ="" to sign the entire <async: Pendi ngRequest > document. We use URI ="" here, as
the top-level <async: Pendi ngRequest > element does not allow for an identifier attribute (e.g., an
<wsu: | d> attribute). DSS implementations should verify the XML signature and check whether
it corresponds with a previously established secure conversation token during the Section 2.1,

“Document uploading” phase of the protocol run.
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The actual signing process between DSS server and signature creation device will most likely be
using a proprietary protocol. This part is out of scope of this specification document for several
reasons:

 This protocol is smart card token specific.

« This protocol might be web browser and/or client platform dependent. This might involve Java
Applets, web browser extensions (Google Chrome) and such. Given the volatile web browser
landscape, this protocol cannot be standardized (yet).

After signing the document, the DSS server responds with the following HTML page:

<htm >
<head><titl| e>DSS Browser POST</titl| e></head>
<body>
<p>Redirecting to the web application...</p>
<f orm nane="Br owser Post For ' net hod="post"
action="val ue of wsa: Repl yTo/wsa: Address el enent">
<i nput type="hidden" nanme="Si gnResponse" value="..."/>
</fornp
<script type="text/javascript">
wi ndow. onl oad = function() {
docunent . f or ms[ " Browser Post For nf'] . subnmi t () ;
IE
</script>
</ body>
</htm >

Note here that the web application should be ready to accept HTTP POST messages at the ad-
dress indicated by the wsa: Repl yTo/ wsa: Addr ess element value.

The SignResponse field of the HTML <forn» element contains the base64 encoded
<dss: Si gnResponse> message. This <dss: Si gnResponse> message looks as follows:

<dss: Si gnResponse Profile="urn: be: e-contract:dssp:1.0">
<dss: Resul t >
<dss: Resul t Maj or >
urn:oasis: names:tc:dss: 1. 0: profil es:asynchronousprocessi ng: resul t maj or: Pendi ng
</ dss: Resul t Maj or >
</ dss: Resul t >
<dss: Opt i onal Qut put s>
<async: Responsel D>r esponsel d</ async: Responsel D>
<wsa: Rel at esTo>previ ous Messagel D val ue</ wsa: Rel at esTo>
<wsu: Ti nest anp>
<wsu: Cr eat ed>2001- 09- 13T08: 42: 00Z</ wsu: Cr eat ed>
<wsu: Expi res>2001- 10- 13T09: 00: 00Z</ wsu: Expi r es>
</wsu: Ti mest anp>
<wsa: To>web application |anding page URL</wsa: To>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xni - exc- c14n#"/ >

11



Digital Signature Service
Protocol Specifications

<ds: Si gnat ureMet hod Al gorithne
"http://ww. w3. or g/ 2000/ 09/ xn dsi g#hmac- shal"/ >
<ds: Ref erence URI ="">
<ds: Tr ansf or ms>
<ds: Transform Al gorithm=
"http://ww. w3. org/ 2000/ 09/ xni dsi g#envel oped- si gnat ure" >
<ds: Transform Al gori t hme
"http://wwmw w3. or g/ 2001/ 10/ xn - exc- cl4n#"/ >
</ ds: Tr ansf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue/ >
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>. . . </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence Val ueType=
"http://docs. oasi s-open. or g/ ws- sx/ ws- secur econver sati on/ 200512/ sct "
URI ="t oken-id" />
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
</ dss: Opti onal Qut put s>
</ dss: Si gnResponse>

The DSS server signs the message with the secure conversation token's proof-of-possession key.
The web application should check this signature. However, compared to the legacy elD DSS 1.0.x
protocol, the consequences of a web application not checking this signature are less exploitable
as no vital information is passed as part of this response message.

2.2.1. Errors

In case the end-user cancelled the signing operation, the DSS service returns in
<dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasis:nanmes:tc:dss:1.0:resul t maj or: Requester Error
and a <dss: Resul t M nor > of
urn: be: e-contract: dssp: 1. 0: resul t mi nor: user-cancel | ed

In case the DSS service detects a problem with the client runtime environment, the service returns
in <Si gnResponse> a <dss: Resul t Maj or > of

urn: oasi s: names:tc:dss: 1. 0: resul t mgj or: Request er Error
and a <dss: Resul t M nor > of

urn:be:e-contract:dssp:1.0:resultmnor:client-runtinme

2.3. Downloading the signed document

Finally the web application can request the signed document from the DSS server via a SOAP call:
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<soap: Envel ope>
<soap: Header >
<wsse: Security soap: nust Under st and="1">
<wsu: Ti mestanp wsu: | d="ti mest anp">
<wsu: Creat ed>. .. </ wsu: Creat ed>
<wsu: Expires>...</wsu: Expi res>
</ wsu: Ti nest anp>
<wsc: Secur it yCont ext Token wsu: | d="t oken-ref">
<wsc: I dentifier>
t oken-id
</wsc:ldentifier>
</wsc: SecurityCont ext Token>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 10/ xni - exc- c14n#"/ >
<ds: Si gnat ur eMet hod Al gorithnr
"http://ww. w3. org/ 2000/ 09/ xrml dsi g#hmac- shal"/ >
<ds: Ref erence URI ="#ti nmestanmp">
<ds: Transf or ns>
<ds: Transform Al gori t hn¥
"http://ww.w3. org/ 2001/ 10/ xnl - exc- c1l4n#"/ >
</ ds: Transf or ne>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue/ >
</ ds: Ref er ence>
<ds: Ref erence URI ="#body" >
<ds: Transf or ms>
<ds: Transform Al gori thme
"http://ww. w3. or g/ 2001/ 10/ xn - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod
Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue/ >
</ ds: Ref er ence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>. .. </ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI ="#t oken-ref" />
</wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
</ wsse: Security>
</ soap: Header >
<soap: Body wsu:|d="body">
<async: Pendi ngRequest Profil e="urn: be: e-contract: dssp: 1. 0">
<dss: Opti onal | nput s>
<dss: Addi ti onal Profil e>
urn: oasi s: nanmes: tc:dss: 1. 0: profil es: asynchronousprocessi ng
</ dss: Addi ti onal Profil e>
<async: Responsel D>r esponsel d</ async: Responsel D>
<wst : Request Securit yToken>
<wst: Request Type>
http://docs. oasi s- open. or g/ ws- sx/ ws-trust/ 200512/ Cancel
</ wst : Request Type>
<wst : Cancel Tar get >
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<wsse: SecurityTokenRef er ence>
<wsse: Ref erence Val ueType=
"http://docs. oasi s-open. or g/ ws- sx/ ws- secur econver sati on/ 200512/ sct "
URI ="t oken-id"/>
</ wsse: SecurityTokenRef erence>
</ wst : Cancel Tar get >
</ wst : Request Securit yToken>
</ dss: Opti onal | nput s>
</ async: Pendi ngRequest >
</ soap: Body>
</ soap: Envel ope>

The web application has to sign the SOAP request using WS-Security. This gives the DSS the
assurance that no other party downloads the signed document except the original web application.

The WS-Security sighature should at least cover the <wsu: Ti nest anp> element. Signing the
<soap: Body> element is optional to allow for interoperability with Windows Communication Foun-
dation. To ensure interoperability with Windows Communication Foundation, DSS implementa-
tions should not require compliance with WS-I Basic Security Profile Version 1.1.

The web application should also instantly cancel the security token by piggybacking a
<wst : Request Securi t yToken> element.

The DSS server returns the signed document within the SOAP response.

<soap: Envel ope>
<soap: Body>
<dss: Si gnResponse Profil e="urn: be: e-contract:dssp:1.0">
<dss: Resul t >
<dss: Resul t Maj or >
urn: oasi s: nanmes: tc:dss: 1. 0: resul t maj or: Success
</ dss: Resul t Maj or >
<dss: Resul t M nor >
urn:oasis:nanmes:tc:dss:1.0:resul tmnor:valid:signature: OnAl | Docunent s
</ dss: Resul t M nor >
</ dss: Resul t >
<dss: Opt i onal Qut put s>
<dss: Docunent Wt hSi gnat ur e>
<dss: Document | D="doc1">
<dss: Base64Data M neType="...">
the signed docunent
</ dss: Base64Dat a>
</ dss: Docunent >
</ dss: Docunent W t hSi gnat ur e>
<wst : Request Securit yTokenResponseCol | ecti on>
<wst : Request Securi t yTokenResponse>
<wst : Request edTokenCancel | ed/ >
</ wst : Request Secur it yTokenResponse>
</ wst : Request Securit yTokenResponseCol | ecti on>
</ dss: Opti onal Qut put s>
<dss: Si gnat ur eQbj ect >
<dss: Si gnat urePtr Wi chDocunment ="doc1"/ >
</ dss: Si gnat ur eCbj ect >
</ dss: Si gnResponse>
</ soap: Body>
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</ soap: Envel ope>

3. Extensions

We define several extensions on the basic protocol run.

3.1. Signer ldentity

The web application cannot always determine in advance which digital identity will be used by the
end-user to sign the document. Different strategies are possible to eventually determine this digital
identity. The web application can for example verify the signed document via a DSS verification
request as defined under section 4 of [DSSCore] for this. Of course, if multiple signature are
present on the document, this can cause problems. Via the elements defined within this section
we give the web application additional means to determine the signatory's digital identity.

We allow usage of the <dss: Ret ur nSi gner | dent i t y> optional input element and corresponding
<dss: Si gner I dentity> optional output element as defined under section 4.5.7 of [DSSCore]
within the context of the Section 2.2, “Browser POST” . Note that these elements were originally
defined within the context of signature verification.

The presence of the <dss: Ret urnSi gner | dent i t y> optional input element instructs the DSS
servertoreturn a<dss: Si gner | dent i t y> optional output element as part of the signature creation
process.

This extension can be used in combination with the Section 3.6, “Authorization” extension. In case
of an authorization error, the <dss: Si gner | dent i t y> element contains the user identity that tried
to sign but was not authorized.

3.2. Localization

The web application could include the optional input <dss: Language> element as defined in [DSS-
Core] section 2.8.3 to indicate the preferred language settings to be used by the DSS server as
part of the Section 2.2, “Browser POST” request.

3.3. SOAP with Attachments

For large documents, the web application and DSS service can use SOAP with attachments [SwWA]
. For larger documents, this can have a very positive impact on the performance of the DSS
service. In this case the <dss: Docunent > element looks as follows:

<dss: Docunent | D="doc1">
<dss: Attachment Ref erence M meType="..." AttRefURI ="cid:...">
<ds: Di gest Met hod Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: Di gest Val ue>
</ dss: At t achnment Ref er ence>
</ dss: Docunent >
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The digest value should always be present given the fact that we sign the SOAP message body.

The DSS server should only use SOAP attachments for the document downloading (see Sec-
tion 2.3, “Downloading the signed document” ) when the web application itself used SOAP attach-
ments for the document uploading (see Section 2.1, “Document uploading” ).

3.4. Role/Location

When signing a digital contract, it is important to be able to determine the role of the signatory
and the location. For most contracts this can be determined from the contractual context. If this is
not the case, the Digital Signature Service Protocol supports explicit role and location indication
as part of the qualified signature.

An optional <vs: Vi si bl eSi gnat ur eConf i gur ati on> [DSSVisSig] element can be added to the
<dss: Opti onal | nput s> element as part of the <async: Pendi ngRequest > Browser POST mes-
sage.

<vs: Vi si bl eSi gnat ureConfi gurati on>
<vs: Vi si bl eSi gnat ur ePol i cy>
Docunent Submi ssi onPol i cy
</ vs: Vi si bl eSi gnat ur ePol i cy>
<vs: Vi si bl eSi gnat urel t emsConfi gurati on>
<vs: Vi si bl eSi gnaturel ten>
<vs: | t emNanme>
Si gnat ur ePr oduct i onPl ace
</vs: |t enName>
<vs:|tenVal ue xsi:type="vs:I|tenVal ueStri ngType">
<vs: | tenVal ue>
Vi | voor de
</vs:|tenVal ue>
</vs:|tenVal ue>
</vs: Visibl eSignaturel tenm>
<vs: Vi si bl eSi gnaturel tenm>
<vs: |t emNane>
Si gnat ur eReason
</vs:|tenName>
<vs:|tenVal ue xsi:type="vs:I|tenVal ueStri ngType">
<vs: | tenval ue>
CEO
</vs:|tenVal ue>
</vs:|tenVal ue>
</vs: Vi si bl eSi gnaturelten>
</vs: Vi si bl eSi gnat ur el t ensConfi gurati on>
</vs: Vi si bl eSi gnat ur eConfi gurati on>

3.5. Application Credentials

If required, the web application can authenticate itself by means of a WS-Security [WS-Sec] SOAP
header. This allows the DSS to operate in two modes:

» Development mode, where the web applications can access the DSS unauthorized.
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» Production mode, where the web applications must be authorized by the DSS.

As part of the document upload, see Section 2.1, “Document uploading” , the application can pro-
vide credentials. A Digital Signature Service implementation could use these application creden-
tials for branding or accounting purposes. A Digital Signature Service implementation can imple-
ment different types of application credentials. These are detailed in the following sub-sections.

3.5.1. Username/password Application Credentials

Username/password application credentials are provided by means of a WS-Security Username-
Token [WSS-UT] within the SOAP header element. DSS implementations should support both
#Passwor dText and #Passwor dDi gest according to the [WSS-UT] specs.

An example for #Passwor dText is given below.

<wsse: Security soap: nmust Under st and="true" >
<wsse: User nameToken>
<wsse: User nane>
user nane
</ wsse: User nane>
<wsse: Password Type=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- user nane-t oken-
profile-1. 0#PasswordText ">
passwor d
</ wsse: Passwor d>
</ wsse: User naneToken>
<wsu: Ti nest anp>
<wsu: Cr eat ed>
2014-04-22T13: 45: 29. 956Z
</wsu: Cr eat ed>
<wsu: Expires>
2014-04-22T13: 46: 29. 9562
</ wsu: Expi res>
</ wsu: Ti nest anp>
</ wsse: Security>

An example for #Passwor dDi gest is given below.

<wsse: Security soap: nmust Under st and="true" >
<wsse: User naneToken>
<wsse: User nane>
user nane
</ wsse: User nane>
<wsse: Password Type=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- user nane-t oken-
profile-1. 0#PasswordDi gest" >

</ wsse: Passwor d>
<wsse: Nonce Encodi ngType=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- nessage-
security-1. 0#Base64Bi nary" >

</ wsse: Nonce>
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<wsu: Cr eat ed>2016- 02- 29T09: 05: 24. 975Z</ wsu: Cr eat ed>
</ wsse: User naneToken>
<wsu: Ti nest anp>
<wsu: Cr eat ed>
2014- 04- 22T13: 45: 29. 956Z
</ wsu: Cr eat ed>
<wsu: Expires>
2014-04-22T13: 46: 29. 9562
</ wsu: Expi res>
</ wsu: Ti nest anp>
</ wsse: Security>

3.5.2. X509 Application Credentials

X509 certificate application credentials are provided by means of a WS-Security X.509 Certificate
Token [WSS-X509] within the SOAP header element. An example is given below.

<wsse: Security soap: nmust Under st and="true" >
<wsu: Ti mest anp wsu: | d="TS">
<wsu: Creat ed>2016- 02- 11T20: 50: 22. 711Z</ wsu: Cr eat ed>
<wsu: Expi res>2016- 02- 11T20: 51: 22. 711Z</ wsu: Expi r es>
</ wsu: Ti nest anp>
<wsse: Bi narySecurityToken Encodi ngType=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- soap- message-
security-1. 0#Base64Bi nary"
Val ueType=
"http://docs. oasi s-open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509- t oken- profil e- 1. 0#X509v3"
wsu: | d="X509" >

</ wsse: Bi narySecurityToken>
<ds: Si gnat ur e>
<ds: Si gnedlI nf o>
<ds: Canoni cal i zat i onMet hod
Al gorithne"http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >
<ds: Si gnat ur eMet hod
Al gorithn="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#soap-body-id">
<ds: Tr ansf or ms>
<ds: Transform
Al gorithm="http://ww. w3. org/ 2001/ 10/ xni - exc- c14n#"/ >
</ ds: Tr ansf or ns>
<ds: Di gest Met hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: D gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#TS">
<ds: Tr ansf or ms>
<ds: Transform
Al gorithne"http://ww.w3. org/ 2001/ 10/ xm - exc- c1l4n#"/ >
</ds: Transf orns>
<ds: Di gest Met hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>. .. </ ds: D gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>. .. </ ds: Si gnat ur eVal ue>
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<ds: Keyl nf o>
<wsse: SecurityTokenRef er ence>
<wsse: Ref erence URI =" #X509"
Val ueType="http://docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- x509-
t oken-profile-1. 0#X509v3"/ >
</ wsse: SecurityTokenRef erence>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
</wsse: Security>

The WS-Security signature should at least cover the <wsu: Ti nest anp> element. Signing the
<soap: Body> element is optional to allow for interoperability with Windows Communication Foun-
dation. To ensure interoperability with Windows Communication Foundation, DSS implementa-
tions should not require compliance with WS-I Basic Security Profile Version 1.1.

The corresponding X509 certificate is included by means of a <wsse: Bi narySecurityToken>
element. The XML signature <ds: Keyl nf o> contains a reference to this binary security token.

3.5.3. SAML Bearer Token Application Credentials

SAML Bearer Token application credentials are provided by means of a WS-Security SAML Token
[WSS-SAML] within the SOAP header element.

This type of application credential can be used in a scenario where a back-end system explicitly
wants to give a front-end application authorization to initiate a signing operation towards a DSS
instance.

An example is given below.

<wsse: Security soap: nmust Under st and="true" >
<wsu: Ti mest anp wsu: | d="TS">
<wsu: Cr eat ed>2016- 02- 11T20: 50: 22. 711Z</ wsu: Cr eat ed>
<wsu: Expi res>2016- 02- 11T20: 51: 22. 711Z</ wsu: Expi r es>
</ wsu: Ti nest anp>
<sam 2: Assertion | D="assertion"
| ssuel nstant =" 2016- 02- 25T12: 57: 30. 359Z" Versi on="2.0">
<saml 2: 1 ssuer >SAML | ssuer </ sanl 2: | ssuer >
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod
Al gorithne"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
<ds: Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xni dsi g#r sa- shal"/>
<ds: Ref erence URI ="#assertion">
<ds: Tr ansf or ns>
<ds: Transform Al gori t hme
"http://ww. w3. org/ 2000/ 09/ xm dsi g#envel oped- si gnature"/>
<ds: Transform Al gori thme
"http://ww. w3. or g/ 2001/ 10/ xn - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm
"http://ww. w3. org/ 2000/ 09/ xni dsi g#shal"/ >
<ds: Di gest Val ue>
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</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf o>
<ds: Si gnat ur eVal ue>

</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>

</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
<samnl 2: Subj ect >
<saml 2: Nanel D>Subj ect Name</samnl 2: Nanel D>
<saml 2: Subj ect Confi rmati on Met hod=
"urn:oasis:nanes:tc: SAM.: 2. 0: cm bearer"/ >
</ sani 2: Subj ect >

</ sanl 2: Asserti on>
</ wsse: Security>

The SAML assertion should at least have the following elements:

<sanl 2: | ssuer>

Containing a human readable name of the SAML issuer.

<ds: Si gnature: >

The SAML assertion should be signed with an X509 certificate trusted by the DSS implemen-
tation. The certificate should be included within the <ds: Keyl nf o> element.

<sanl 2: Subj ect >

Containing a human readable <sam 2: Nanel D> subject name.

<sam 2: Subj ect Confirnati on>

With Met hod value ur n: oasi s: names: t c: SAML: 2. 0: cm bear er .

DSS implementations should base their trust on the X509 certificate within the SAML signature

<ds: Keyl nf 0>.

3.5.4. SAML Holder-of-key Token Application Credentials

SAML Holder-of-key Token application credentials are provided by means of a WS-Security SAML

Token [WSS-SAML] within the SOAP header element.

This type of application credential can be used in a scenario where a back-end system explicitly
wants to give a front-end application authorization to initiate a signing operation towards a DSS

instance.
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Compared with Section 3.5.3, “SAML Bearer Token Application Credentials” the holder-of-key
construct gives the back-end system extra assurance that only the front-end application can con-
sume the SAML token towards the DSS instance.

An example is given below.

<wsse: Security soap: nust Under st and="true">
<wsu: Ti nest anp wsu: | d="TS">
<wsu: Creat ed>2016- 02- 11T20: 50: 22. 711Z</ wsu: Cr eat ed>
<wsu: Expi res>2016-02-11T20: 51: 22. 711Z</ wsu: Expi r es>
</wsu: Ti mest anp>
<sam 2: Assertion | D="assertion"
| ssuel nstant =" 2016- 02- 25T12: 57: 30. 359Z" Versi on="2.0">
<saml 2: | ssuer >SAML | ssuer </ sani 2: | ssuer >
<ds: Si gnat ur e>
<ds: Si gnedlI nf 0>
<ds: Canoni cal i zati onMet hod
Al gorithne"http://ww.w3. org/ 2001/ 10/ xm - exc- c1l4n#"/ >
<ds: Si gnat ur eMet hod
Al gorithne"http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#assertion">
<ds: Tr ansf or ms>
<ds: Transform Al gorithm=
"http://ww. w3. org/ 2000/ 09/ xnl dsi g#envel oped- si gnat ure"/ >
<ds: Transform Al gori t hme
"http://ww. w3. or g/ 2001/ 10/ xn - exc- cl4n#"/ >
</ ds: Tr ansf or ms>
<ds: Di gest Met hod Al gorithm=
"http://ww. w3. org/ 2000/ 09/ xni dsi g#shal"/ >
<ds: Di gest Val ue>

</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>

</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>

</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
<saml 2: Subj ect >
<saml 2: Nanel D>Subj ect Name</sani 2: Nanel D>
<sanl 2: Subj ect Confirmati on Met hod=
"urn:oasis:nanmes: tc: SAML: 2. 0: cm hol der - of - key" >
<sam 2: Subj ect Confi rmati onDat a>
<ds: Keyl nf 0>
<ds: KeyVal ue>
<ds: RSAKeyVal ue>
<ds: Mbdul us>

</ ds: Mbdul us>
<ds: Exponent >

21



Digital Signature Service
Protocol Specifications

</ ds: Exponent >
</ ds: RSAKeyVal ue>
</ ds: KeyVal ue>
</ ds: Keyl nf 0>
</ sani 2: Subj ect Confi r mat i onDat a>
</ sani 2: Subj ect Confirmati on>
</ sanml 2: Subj ect >
</ sanl 2: Assertion>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm=
"http://ww. w3. org/ 2001/ 10/ xml - exc- c14n#"/ >
<ds: Si gnat ur eMet hod Al gorithnr
"http://ww. w3. org/ 2000/ 09/ xni dsi g#r sa- shal"/ >
<ds: Ref erence URI ="#soap- body-id">
<ds: Transf or ms>
<ds: Transform Al gori t hme
"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Transf or ms>
<ds: Di gest Met hod Al gorithm
"http://ww. w3. org/ 2000/ 09/ xni dsi g#shal"/ >
<ds: Di gest Val ue>

</ ds: Di gest Val ue>
</ ds: Ref erence>
<ds: Ref erence URI ="#TS">
<ds: Tr ansf or ms>
<ds: Transform Al gorithm=
"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ ds: Tr ansf or ns>
<ds: Di gest Met hod Al gorithm
"http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/>
<ds: Di gest Val ue>

</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>

</ ds: Si gnat ur eVal ue>
<ds: Keyl nf 0>
<wsse: SecurityTokenRef erence wssell: TokenType=
"http://docs. oasi s-open. or g/ wss/ oasi s-wss- sanl -t oken-profile-1. 1#SAM.V2. 0" >
<wsse: Keyl dentifier ValueType=
"http://docs. oasi s-open. or g/ wss/ oasi s-wss-sanl -t oken-profile-1. 1#SAM.I D' >
assertion
</wsse: Keyl dentifier>
</wsse: SecurityTokenRef erence>
</ ds: Keyl nf 0>
</ ds: Si gnat ur e>
</ wsse: Security>

The SAML assertion should at least have the following elements:

e <saml 2: | ssuer>
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Containing a human readable name of the SAML issuer.
e <ds: Signature: >

The SAML assertion should be signed with an X509 certificate trusted by the DSS implemen-
tation. The certificate should be included within the <ds: Keyl nf o> element.

e <sanl 2: Subj ect >

Containing a human readable <sam 2: Nanel D> subject name.
e <sam 2: Subj ect Confi rmati on>

With Met hod value ur n: oasi s: nanes: t ¢c: SAML: 2. 0: cm hol der - of - key.
e <sam 2: Subj ect Confi r mati onDat a>

Containing the public part of the proof-of-possession key.

DSS implementations should base their trust on the X509 certificate within the SAML signature
<ds: Keyl nf o>.

The WS-Security signature should at least cover the <wsu: Ti nest anp> element. Signing the
<soap: Body> element is optional to allow for interoperability with Windows Communication Foun-
dation. To ensure interoperability with Windows Communication Foundation, DSS implementa-
tions should not require compliance with WS-1 Basic Security Profile Version 1.1.

The WS-Security signature should be validated against the proof-of-possession public key within
the holder-of-key SAML assertion. The WS-Security signature refers to the SAML assertion via a
<wsse: Securit yTokenRef er ence> element within its <ds: Keyl nf o> element.

3.6. Authorization

Applications that want to limit the subjects that are allowed to sign the given document can use
the authorization extension. The authorization policy is defined by means of an OASIS XACML
2.0 [XACML] <xacni p: Pol i cy> element within the <dss: Opti onal | nput s> element as part of
the <async: Pendi ngRequest > Browser POST message.

An example of such a <xacm p: Pol i cy> element is given below.

<xacni p: Pol i cy
Pol i cyl d="urn: what ever"
Rul eConbi ni ngAl gl d=
"urn:oasis:nanes: tc:xacm : 1. 0: rul e- conbi ni ng-al gorit hm deny-overrides">
<xacml p: Target />
<xacnl p: Rul e Rul el d="whatever" Effect="Permt">
<xacnl p: Tar get >
<xacnl p: Subj ect s>
<xacni p: Subj ect >
<xacnl p: Subj ect Mat ch
Mat chl d=
"urn:oasis:nanmes:tc:xacm : 2. 0: function: xX500Nane-r egexp- mat ch" >
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<xacnl p: Attribut eVal ue DataType=
"http://ww. w3. or g/ 2001/ XM_Schene#st ri ng" >
CN=f cornel i, .*, C=BE
</ xacml p: Attri buteVal ue>
<xacnl p: Subj ect Attri but eDesi gnat or
Attributeld=
"urn:oasis:nanmes:tc: xacm : 1. 0: subj ect: subj ect-id"
Dat aType=
"urn:oasis:nanes:tc:xacni: 1. 0: data-type: x500Narme" />
</ xacnl p: Subj ect Mat ch>
</ xacnl p: Subj ect >
<xacni p: Subj ect >
<xacni p: Subj ect Mat ch
Mat chl d=
"urn:oasis:nanmes:tc:xacm : 1. 0: functi on: x500Nane- equal ">
<xacnl p: Attri but eVal ue DataType=
"urn:oasis:nanes:tc:xacnl : 1. 0: dat a-t ype: x500Nanme" >
CN=f cornel i 2, C=BE
</ xacml p: Attri buteVval ue>
<xacnl p: Subj ect Attri but eDesi gnat or
Attributeld=
"urn:oasis:nanes: tc:xacm : 1. 0: subj ect: subj ect-id"
Dat aType=
"urn:oasis:nanmes: tc:xacnl : 1. 0: dat a-type: x500Nane" />
</ xacm p: Subj ect Mat ch>
</ xacnl p: Subj ect >
</ xacnl p: Subj ect s>
<xacnl p: Resour ces>
<xacnl p: Resour ce>
<xacnl p: Resour ceMat ch Mat chl d=
"urn:oasis:nanmes:tc:xacm : 1. 0: function: anyURl - equal ">
<xacnl p: Attri but eVal ue DataType=
"http://ww.w3. or g/ 2001/ XM_Schena#anyURI " >
urn: be: e-contract:dss
</ xacml p: Attri but eVval ue>
<xacnl p: Resour ceAttri but eDesi gnat or
Attributeld=
"urn:oasis:nanmes:tc:xacm : 1. 0:resource: resource-id"
Dat aType=
"http://ww. w3. org/ 2001/ XM_Schema#anyURl " />
</ xacnl p: Resour ceMat ch>
</ xacnl p: Resour ce>
</ xacnl p: Resour ces>
<xacnl p: Acti ons>
<xacnl p: Acti on>
<xacnl p: Acti onMatch Mat chl d=
"urn:oasis:nanmes:tc:xacm : 1. 0: function: string-equal ">
<xacnl p: Attri but eVal ue DataType=
"http://ww.w3. org/ 2001/ XM_Schena#stri ng" >
sign
</ xacml p: Attri but eval ue>
<xacnl p: Acti onAttri but eDesi gnat or
Attributeld=
"urn:oasis:nanmes:tc:xacm :1.0: action: action-id"
Dat aType=
"http://ww. w3. org/ 2001/ XM_Schenma#stri ng" />
</ xacn p: Acti onMat ch>
</ xacnl p: Acti on>
</ xacnl p: Acti ons>
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</ xacm p: Tar get >
</ xacm p: Rul e>
</ xacnl p: Pol i cy>

DSS implementations that support this extension should recognize at least a resource with
identifier ur n: oasi s: names: tc: xacm : 1. 0: resour ce: resour ce- i d with a value of ur n: be: e-
contract: dss and an action with identifier ur n: oasi s: names: t c: xacni : 1. 0: acti on: acti on-
i d with a value of si gn .

DSS implementations should make sure that they correctly support the
urn: oasi s: nanes: tc: xacm : 2. 0: functi on: x500Nane- r egexp- mat ch  function as a relying
party might not always know the entire distinguished name of the signatory's certificate.

The following subject attributes should be supported by DSS implementations:

e urn:oasis:nanmes:tc:xacm : 1. 0: subj ect:subject-id
Indicates the signatory's certificate subject name.
* urn:be:e-contract:dss: eid: card-nunber

Indicates the signatory's elD card number. This attribute is of type ht t p: / / www. w3. or g/ 2001/
XMLSchema#st ri ng.

By using XACML we can easily extend the authorization expressions as XACML is a functional
complete language. Depending on the business use-case, DSS implementations can define ad-
ditional attributes to enhance the expressiveness of the authorization restrictions.

An example of a <xacnl p: Pol i cy> policy that denied signature creation for a specific subject is
given below.

<xacn p: Pol i cy
Poli cyl d="urn: what ever"
Rul eComnbi ni ngAl gl d=
"urn:oasis:nanes:tc:xacm : 1. 0: rul e- conbi ni ng-al gorithm deny-overrides">
<xacnl p: Tar get >
<xacnl p: Resour ces>
<xacmn p: Resour ce>
<xacnl p: Resour ceMat ch Mat chl d=
"urn:oasis:nanmes:tc:xacm : 1. 0: function: anyURl - equal ">
<xacnl p: Attri but eVal ue Dat aType=
"http://ww.w3. or g/ 2001/ XM_Schena#anyURI " >
urn: be: e-contract:dss
</ xacml p: Attri buteVval ue>
<xacnl p: Resour ceAttri but eDesi gnator Attributeld=
"urn:oasis:nanmes:tc:xacm : 1. 0:resource: resource-id"
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schenma#anyURI "/ >
</ xacnl p: Resour ceMat ch>
</ xacnl p: Resour ce>
</ xacm p: Resour ces>
<xacml p: Acti ons>
<xacnl p: Acti on>
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<xacni p: Acti onMat ch Mat chl d=
"urn:oasis:nanes:tc:xacn : 1. 0: function:string-equal ">
<xacnl p: Attribut evVal ue DataType=
"http://ww. w3. org/ 2001/ XM_Schenma#st ri ng" >
sign
</ xacm p: Attri but eVal ue>
<xacnl p: ActionAttributeDesignator Attributeld=
"urn:oasis:nanmes:tc:xacm : 1. 0: action: action-id"
Dat aType="htt p: / / www. w3. or g/ 2001/ XM_Schema#string"/ >
</ xacnl p: Acti onMat ch>
</ xacnl p: Acti on>
</ xacnl p: Acti ons>
</ xacnl p: Tar get >
<xacnl p: Rule Ruleld="allowall-rule" Effect="Permt"/>
<xacnl p: Rul e Rul el d="deny-specific-certificate" Effect="Deny">
<xacnl p: Tar get >
<xacml p: Subj ect s>
<xacml p: Subj ect >
<xacnl p: Subj ect Mat ch Mat chl d=
"urn:oasis:nanmes:tc:xacm : 2. 0: function: x500Nane-r egexp- mat ch" >
<xacnl p: Attri but evVal ue DataType=
"http://ww. w3. org/ 2001/ XM_Schenma#st ri ng" >
CN=Not Aut hori zedSubj ect
</ xacm p: Attri but eVal ue>
<xacnl p: Subj ect Attri but eDesi gnator Attributeld=
"urn:oasis:nanes:tc:xacm : 1. 0: subj ect: subj ect-id"
Dat aType="urn: oasi s: nanes: tc: xacni : 1. 0: dat a- t ype: x500Nane"/ >
</ xacnl p: Subj ect Mat ch>
</ xacn p: Subj ect >
</ xacnl p: Subj ect s>
</ xacnl p: Tar get >
</ xacm p: Rul e>
</ xacm p: Pol i cy>

3.6.1. Errors

In case the end-user was not authorized to sign, the DSS service returns in <dss: Si gnResponse>
a <dss: Resul t Maj or > of

urn:oasi s: nanmes:tc:dss: 1. 0: resul t maj or: Requester Error
and a <dss: Resul t M nor > of

urn: be:e-contract:dssp: 1. 0: resul t m nor: subj ect - not - aut hori zed

3.7. Visible Signatures

Certain signature types, like PAJES signhatures, support signature visualization within the docu-
ment itself. The web application can specify the properties for visualization of the signature. This
extension is using [DSSVisSig] and can be part of the Section 3.4, “Role/Location” element. An
example is given below.

<vs: Vi si bl eSi gnat ur eConf i gur ati on>
<vs: Vi si bl eSi gnat ur ePol i cy>
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Docunent Submi ssi onPol i cy
</vs: Vi si bl eSi gnat ur ePol i cy>
<vs: Vi si bl eSi gnat ur ePosi ti on
xsi :type="vs: Pi xel Vi si bl eSi gnat ur ePosi ti onType" >
<vs: PageNunber >1</ vs: PageNunber >
<vs: x>10</vs: x>
<vs:y>20</vs:y>
</ vs: Vi si bl eSi gnat ur ePosi ti on>
<vs: Vi si bl eSi gnat ur el t emsConfi gurati on>
<vs: Vi si bl eSi gnaturel tem>
<vs: |t emNane>
Si gner | nage
</vs:|tenmName>
<vs:|tenVal ue xsi:type="vs:|tenVal ueURl Type">
<vs: | t enVal ue>
urn: be: e-contract:dssp: 1. 0:vs: si:eid-photo
</vs:|tenVal ue>
</vs:|tenVal ue>
</ vs: Visi bl eSi gnaturel ten>
</ vs: Vi si bl eSi gnat ur el t ensConf i gur ati on>
</ vs: Vi si bl eSi gnat ur eConfi gur ati on>

Via the Si gner | mage item the web application can specify different ways to visualize the signature
within the document. A DSS implementation should at least support the following profiles:

e Anitem value ur n: be: e-contract: dssp: 1. 0: vs: si : ei d- phot o indicates that the elD photo
should be used as visual element.

e Anitemvalue urn: be: e-contract: dssp: 1. 0: vs: si : ei d- phot o: si gner - i nf o indicates that
the elD photo should be used as visual element, together with information about the signer
(name, role, location, custom code).

DSS implementations can provide custom Si gner | mage URIs towards their connecting customer
applications to provide specific signature visualization profiles. Some of these signature visualiza-
tion profiles can be offered for free, while others might be restricted by means of Section 3.5, “Ap-
plication Credentials” and are thus only available for specific applications. Signature visualization
profiles might also require extra parameters, for example by means of the Cust onirext item. If
your application would like to use a company specific signature visualization, please contact your
DSS vendor for more information.

3.8. RelayState

Digital Signature Service implementations should implement the Rel ay St at e parameter. The Re-
| aySt at e parameter is used as part of the Section 2.2, “Browser POST” messages.

If the Section 2.2, “Browser POST” request message contains a Rel ay St at e parameter, the DSS
must place the exact Rel aySt at e data it received with the request into the corresponding Re-
| aySt at e parameter in the response.

A DSS implementation should take special care of correct escaping the Rel aySt at e value within
the Section 2.2, “Browser POST” response message.
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An integrating web application should not blindly use the value of the received Rel aySt at e in the
context of for example further redirects.

Nonetheless we used to original SAML 2.0 naming for the Rel ay St at e parameter, this parameter
should be used in a similar fashion as the st at e parameter within OAuth 2.

3.9. Application Authorization

This extension can be used within the SAML assertions as defined under Section 3.5.3, “SAML
Bearer Token Application Credentials” and Section 3.5.4, “SAML Holder-of-key Token Application
Credentials”.

Via this extension back-end systems can restrict front-end applications as to which document(s)
they are authorized to get signed.

The back-end system can add the following SAML statement within the SAML assertions to ex-

press those restrictions.

<sam 2: Assertion | D="assertion">

<saml 2: Aut hzDeci si onSt at enent Deci si on="Perm t"

Resour ce="urn: be: e-contract: dssp: docunent : di gest: sha-256:...">
<saml 2: Acti on Nanespace="urn: be: e-contract:dssp">
sign

</sam 2: Acti on>
</ sam 2: Aut hzDeci si onSt at enent >
</ sam 2: Assertion>

The Resource attribute contains the hexadecimal encoded SHA-256 digest val-
ue of the document. The Resource attribute value is prefixed with urn:be:e-
contract: dssp: docunment : di gest : sha- 256: . Multiple <san 2: Aut hzDeci si onSt at enent > el-
ements are allowed.

DSS implementations should verify the digest value of the uploaded document during the Sec-
tion 2.1, “Document uploading” request against the digest value provided within the SAML asser-
tion <sanl 2: Aut hzDeci si onSt at ement > element. In case of a mismatch, the DSS should abort
the signing process.

DSS implementations should ignore <sani 2: Aut hzDeci si onSt at enent > elements where the
value of the Nanespace attribute on the <sani 2: Acti on> element is different from ur n: be: e-
contract: dssp.

3.9.1. Errors

In case the application is not authorized (i.e., there is a document digest mismatch), the DSS
service returns in <dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasi s: names:tc:dss:1.0:resul t maj or: RequesterError
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and a <dss: Resul t M nor > of

urn: be: e-contract:dssp: 1. 0: resul t m nor: subj ect - not - aut hori zed

3.10. Attestation

An attestation is issued by DSS implementations upon request by integrating applications. The
attestation is basically a statement by the DSS implementation regarding a signature process.
The attestation is provided as a SAML 2.0 assertion [SAML] and is digitally signed by the DSS
instance.

An integrating web application can request an attestation during the Section 2.1, “Document up-
loading” request by adding the following element to <dss: Opt i onal | nput s>.

<dssp: Att est ati onRequest />

When an attestation has been requested, the DSS implementation will add the following element
to <dss: Opt i onal Qut put s> as part of the Section 2.3, “Downloading the signed document” re-
sponse.

<dssp: Att est ati onResponse>
<sanl : Assertion | D="assertion"
| ssuel nst ant =" 2016- 02- 28T08: 56: 37. 789Z" Versi on="2.0">
<sam :lssuer>...</sanl :|ssuer>
<ds: Si gnat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zati onMet hod Al gorithm=
"http://ww. w3. org/ 2001/ 10/ xm - exc- c1l4n#"/ >
<ds: Si gnat ur eMet hod Al gorithne
"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256"/ >
<ds: Ref erence URI ="#assertion">
<ds: Tr ansf or ms>
<ds: Transform Al gorithm=
"http://ww. w3. org/ 2000/ 09/ xnl dsi g#envel oped- si gnat ure"/ >
<ds: Transform Al gorithm=
"http://ww. w3. org/ 2001/ 10/ xm - exc- c14n#"/ >
</ds: Transf or ns>
<ds: Di gest Met hod Al gorithm
"http://ww. w3. or g/ 2001/ 04/ xm enc#sha256"/ >
<ds: Di gest Val ue>

</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>

</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>

</ ds: X509Certificate>
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</ ds: X509Dat a>
</ ds: Keyl nf o>
</ ds: Si gnat ur e>
<saml : Attri but eSt at ement >
<sam : Attribute Nane=
"urn: be: e-contract:dssp: attestation: docunent: di gest: sha- 256" >
<saml : AttributeVal ue xsi:type="xs:base64Bi nary">

</sam : Attri but eVal ue>

</sanl :Attribute>

<sam : Attribute Nane=
"urn: be: e-contract:dssp: attestation:si gned-docunent: di gest: sha- 256" >
<saml : AttributeVal ue xsi:type="xs: base64Bi nary" >

</samnl : Attri but eVal ue>
</sam : Attri bute>
</sam : Attri but eSt at enent >
</saml : Assertion>
</ dssp: Att est ati onResponse>

The attestation SAML assertion is digitally signed by the DSS instance. As attestation
SAML assertions will most likely be stored over the long-term, the digest algorithm used
within the <ds: Reference> elements should be at least http://ww:. w3. org/ 2001/ 04/
xnl enc#sha256. Similar, the signature method should at least be ht t p: / / www. w3. or g/ 2001/ 04/
xnl dsi g- nor e#r sa- sha256. The corresponding RSA key should have a minimum bit size of 2048.
The DSS signing certificate should be provided within the <ds: Keyl nf o> element of the XML
signature.

Special care should be taken to make sure that the signature of the SAML assertion remains
valid out of the context of the Section 2.3, “Downloading the signed document” SOAP response
message. When the receiving web application cuts out the attestation out of the Section 2.3,
“Downloading the signed document” response message for long-term storage, the XML signature
on the attestation SAML assertion should remain valid.

The following attributes must be provided within a <san : At t ri but eSt at ement > element as part
of the SAML assertion.

* urn:be:e-contract:dssp: attestation: docunent: di gest: sha- 256

Contains the SHA-256 digest value of the original document to be signed. The attribute value
is of type xs: base64Bi nary.

e urn:be:e-contract:dssp: attestation: si gned-docunent: di gest: sha- 256

Contains the SHA-256 digest value of the signed document. The attribute value is of type
Xs: base64Bi nary.

3.11. Metadata

A DSS implementation should provide the following SAML 2.0 Metadata document [SAML-MD].
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<?xm version="1.0" encodi ng="UTF-8"?>
<nd: EntityDescriptor entityl D=
"https://ww. e-contract. be/ dss-ws/ dss- net adata. xm ">
<nd: Rol eDescri ptor protocol Support Enuner ati on="urn: be: e-contract: dssp"
xsi :type="dssp: Di gi tal Si gnat ureSer vi ceDescri pt or Type" >
<nd: KeyDescri ptor use="signi ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>

</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >
<dssp: WbSer vi ceEndpoi nt >
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>
https://ww. e-contract. be/ dss-ws/ dss
</wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ dssp: WebSer vi ceEndpoi nt >
<dssp: Browser Post Endpoi nt >
<wsa: Endpoi nt Ref er ence>
<wsa: Addr ess>
https://ww. e-contract. be/ dss-ws/start
</wsa: Addr ess>
</ wsa: Endpoi nt Ref er ence>
</ dssp: Browser Post Endpoi nt >
</ nd: Rol eDescri pt or >
</ md: Enti t yDescri pt or >

”

The <md: KeyDescr i pt or > should contain the DSS signing key used for Section 3.10, “Attestation
SAML assertion signing.

The address indicated in the <dssp: WebSer vi ceEndpoi nt > element should correspond with the
location of the DSS SOAP web service used within Section 2.1, “Document uploading” and Sec-
tion 2.3, “Downloading the signed document”.

The address indicated in the <dssp: Br owser Post Endpoi nt > element should correspond with the
location of the DSS endpoint used within Section 2.2, “Browser POST".

This metadata document can be used to ease configuration of integrating web applications.

4. Signature Verification

Compared to the elD DSS 1.0.x product, we also made several improvements to the signature
verification web service. Here we also allow the usage of SOAP attachments to improve the per-
formance.

The SOAP request for a signature verification looks as follows:

<soap: Envel ope>
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<soap: Body>
<dss: VerifyRequest Profile="urn:be:e-contract:dssp:1.0">
<dss: Opti onal | nput s>
<vr: ReturnVerificationReport>
<vr:lncludeVerifier>fal se</vr:IncludeVerifier>
<vr:IncludeCertificateVal ues>
true
</vr:lIncludeCertificateVal ues>
</vr:ReturnVerificationReport>
</ dss: Opti onal | nput s>
<dss: | nput Docunent s>
<dss: Docunent | D="docunent-id">
<dss: Base64Dat a M neType="text/pl ain">

</ dss: Base64Dat a>
</ dss: Docunent >
</ dss: | nput Docunent s>
</ dss: Veri f yRequest >
</ soap: Body>
</ soap: Envel ope>

We use the OASIS Profile for Comprehensive Multi-Signature Verification Reports Version 1.0
[DSSVer] .

The corresponding SOAP response looks as follows:

<soap: Envel ope>
<soap: Body>
<dss: Response Request|D="the original request id">
<dss: Resul t >
<dss: Resul t Maj or >
urn: oasi s: nanmes: tc:dss: 1. 0: resul t maj or: Success
</ dss: Resul t Maj or >
</ dss: Resul t >
<dss: Opti onal Qut put s>
<vr: VerificationReport>
<vr: I ndi vi dual Report >
<vr: Si gnedObj ect | denti fi er>
<vr: Si gnedProperties>
<vr: Si gnedSi gnat ur eProperti es>
<xades: Si gni ngTi ne>
2010- 09- 13T15: 35: 49. 767+02: 00
</ xades: Si gni ngTi ne>
<vr:Location>
Vi | voor de
</vr:Location>
<vr: Si gner Rol e>
<vr: d ai medRol es>
<xades: d ai medRol e>
CEO
</ xades: d ai nedRol e>
</vr:C ai nredRol es>
</ vr: Si gner Rol e>
</ vr: Si gnedSi gnat ur eProperti es>
</ vr: Si gnedProperties>
</vr: SignedObj ectldentifier>
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<dss: Resul t >
<dss: Resul t Maj or >
urn:oasis: nanmes:tc:dss: 1. 0:resul t maj or: Success
</ dss: Resul t Maj or >
</ dss: Resul t >
<vr:Detail s>
<vr: Det ai | edSi gnat ur eReport >
<vr: For mat OK>
<vr: Resul t Maj or >
urn:oasis:nanmes:tc:dss:1.0:detail:valid
</ vr: Resul t Maj or >
</ vr: For mat OK>
<vr: Si gnat ur eOK>
<vr: Si gvat hOK>
<vr: Resul t Maj or >
urn:oasis:nanmes:tc:dss:1.0:detail:valid
</ vr: Resul t Maj or >
</ vr: Si gvat hOK>
</ vr: Si gnat ur eOK>
<vr:CertificatePathVvalidity>
<vr: Pat hval i di t ySunmary>
<vr: Resul t Maj or >
urn:oasis:nanmes:tc:dss:1.0:detail:valid
</ vr: Resul t Maj or >
</vr: PathValiditySumrary>
<vr:Certificateldentifier>
<ds: X509I ssuer Nanme>
SERI ALNUMBER=201010, CN=Citizen CA, C=BE
</ ds: X5091 ssuer Nane>
<ds: X509Seri al Nunber >
21267647932559581687500187050203912999
</ ds: X509Seri al Nunber >
</vr:Certificateldentifier>
<vr: PathvalidityDetail >
<vr:Certificatevalidity>
<vr:Certificateldentifier>
<ds: X509] ssuer Nanme>
SERI ALNUMBER=201010, CN=Citizen CA, C=BE
</ ds: X5091 ssuer Nane>
<ds: X509Seri al Nunber >
21267647932559581687500187050203912999
</ ds: X509Ser i al Nunber >
</vr:Certificateldentifier>
<vr: Subj ect >
cert subject
</ vr: Subj ect >
<vr: Chai ni ngOK>
<vr: Resul t Maj or >
urn:oasis:nanmes:tc:dss:1.0:detail:valid
</ vr: Resul t Maj or >
</ vr: Chai ni ngOK>
<vr: ValidityPeri odOK>
<vr: Resul t Maj or >
urn:oasi s: nanmes:tc:dss:1.0:detail:valid
</vr: Resul t Maj or >
</vr:ValidityPeriodOK>
<vr: Ext ensi onsOK>
<vr: Resul t Maj or >
urn:oasis: nanmes:tc:dss:1.0:detail:valid
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</vr: Resul t Maj or >
</ vr: Ext ensi onsOK>
<vr:CertificateVal ue>

</vr:CertificateVal ue>
<vr: Si gnat ur eOK>
<vr: Si gvat hOK>
<vr: Resul t Maj or >
urn:oasis:nanes:tc:dss:1.0:detail:valid
</ vr: Resul t Maj or >
</ vr: Si gvat hOK>
</ vr: Si gnat ur eOK>
<vr:CertificateStatus>
<vr: Cert St at usOK>
<vr: Resul t Maj or >
urn:oasis:nanes:tc:dss:1.0:detail:valid
</vr: Resul t Maj or >
</vr: Cert StatusOK>
</vr:CertificateStatus>
</vr:Certificatevalidity>
</vr:PathValidityDetail >
</vr:CertificatePathValidity>
</ vr: Detail edSi gnat ur eReport >
</vr:Detail s>
</vr: I ndividual Report>
</vr:Verificati onReport>
<dssp: Ti neSt anpRenewal Bef ore="2013-11-08T08: 49: 51. 040Z2"/ >
</ dss: Opti onal Qut put s>
</ dss: Response>
</ soap: Body>
</ soap: Envel ope>

Per signature within the document, you have a <vr : | ndi vi dual Report > element. The signature
is uniquely identified by the <xades: Si gni ngTi me> element. The certificate of the signatory is
delivered via the <vr: Certi fi cat eVal ue> element.

The optional <vr : Locat i on> element value is extracted from the PAdES Locat i on field, or from
the XAdES Si gnat ur ePr oduct i onPl ace/ Ci ty element. The optional <xades: d ai nedRol e> el-
ement value is extracted from the PAJES Reason field, or from the XAdES <xades: C ai medRol e>
element.

Via the <dssp: Ti meSt anpRenewal > element the web application gets informed by the DSS when
the document signatures should be upgraded for long-term validity. See also Section 5, “Long-
term validity of signatures” .

4.1. Errors

In case the DSS received an unsupported document format, the DSS service returns in
<dss: Si gnResponse> a <dss: Resul t Maj or > of

urn:oasis:nanmes:tc:dss:1.0:resul t maj or: Requester Error

and a <dss: Resul t M nor > of
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urn: be:e-contract:dssp: 1.0:resul t m nor: Unsupport edM nmeType

In case the DSS detected an error in one of the signatures , the DSS service returns in
<dss: Si gnResponse> a <dss: Resul t Maj or > of

urn: oasi s: nanes: tc: dss: 1. 0: resul t mgj or: Request er Error
and a <dss: Resul t M nor > of

urn:oasis:nanes:tc:dss:1.0:resultmnor:invalid:lncorrectSignature

5. Long-term validity of signatures

To discuss long-term validity of signatures, we first introduce the following notation:
Self-claimed signing time:

Ts

Time stamp time:

T tsa

Now:

T now

X509 certificate chain of signer:

X509 ¢

X509 certificate chain of time stamp authority:
X509 tsa

Set of signer certificate status information (can be a combination of CRL and OCSP), collected
attimet :

CRL s (t)

Set of TSA certificate status information (can be a combination of CRL and OCSP), collected at
timet :

CRL tsa (t)
PKI validation at time t (can be in the past) of certificate X509 with revocation data CRL :
val i dat e( X509, CRL, t)

Note that val i dat e( X509, CRL(t 1), t 2 ) willfailif t , istoofarfrom t ; ,causingthe
revocation data CRL(t 1 ) capturedattime t ; to be already expired at validation time t »

For the signing certificate X509 ¢ itis clear that we want:

validate(X509 s, CRL s (Ts), Ts)
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If the signature contains a time stamp, we want
Tisa- Tgs < I'THX_dt

with max_dt some DSS application specific setting. We do this to ensure that PKI validations using
either T ;5o Or T ¢ Yyield the same result. This because T ¢ actually cannot be trusted.

For the validation of the time stamp certificate chain X509 s, however, we cannot use:
val i dat e( X509 tsa , CRL tsa (T tsa ), T tsa)

Imagine that the TSA gets hacked after timet witht > T ;s5 . Then T (54 cannot be trusted
anymore. This means that for the validation of the TSA certificate chain we need to use:

val i date(X509 tsa , CRL tsa (T now ), T now)

Even when using CRL (sa (T now ) It makes sense to store CRL (sq (T tsa ) as part
of the signature in case the CA of the TSA becomes unavailable due to a major security event,
or if you receive a signature that skipped the time stamp renewal and thus for which CRL s,
(T now ) is also not available anymore. This can happen in practice as CAs are not required to
keep expired certificates on their CRLs. Another reason to store CRL (sa (T tsa ) IS because
certificates can get suspended for a short period of time. To be able to check whether the X509
tsa Was suspended during creation of the time stamp attime T s5 , You need to have CRL
tsa (T tsa ) available.

Right before the certificate of the TSA (or one of the intermediate certificates of the corresponding
certificate chain) expires, you should capture CRL s, Wwithin the signature. Ideally, after TSA
expiration, you should get the guarantee that the TSA private key is destroyed. However such
guarantee cannot hold in reality. So right before expiration of the TSA certificate, we must do
something else to secure this event.

Let us introduce a second time stamp authority. Hence we have an inner TSA used to create an
inner time stamp:

X509 itsa

and an outer TSA used to create an outer time stamp:

X509 otsa

The outer TSA certificate chain should be checked via:

val i dat e( X509 otsa » CRL otsa (T now )s T now )

If this yields a valid X509 osa ,then T osa Can be trusted.
The inner TSA certificate can now be checked via:

val i date( X509 jtsa , CRL jtsa (T otsa )» T otsa )

This means that when creating the outer time stamp (attime T sa ), We need to capture
the revocation data CRL jtsa (T otsa ) Of the inner TSA certificate. Even when we already
have CRL itsa (T itsa ) as part of the signature we still need to capture CRL jtsa (T otsa
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) as CRL itsa (T itsa ) Mmight already contain expired revocation data (certificate status
information) attime T osa and thus:

val i dat e( X509 jtsa , CRL itsa (T itsa ), T otsa )
would otherwise fail.

Again note that keeping track of CLR jisa (T itsa ) Still makes sense to be able to check
whether X509 j:;sa Was not suspended during the creation of the inner time stamp at time T
itsa - Thus ideally we keep track of both CRL jtsa (T itsa ) and CRL jtsa (T otsa )

This process of time stamp renewal reoccurs every time the outer TSA certificate chain expires.

This process also occurs when one of the used digest algorithms has been shown to be weak for
verification purposes. In this case the outer time stamp should use a stronger digest algorithm.

The end result of a signature verification is:
(X509 s, Tgs)

The above reasoning is very much in favour of the time stamp and document notarization busi-
ness. Let's approach it from another point of view. Suppose we follow the above time stamp re-
newal strategy. What does it eventually bring us?

Itis clear that the inner most time stamp, called the signature time stamp, is only there to acknowl-
edge the self-claimed signing time via:

Ttsa' TS < I’TB.X_dt

Suppose something happens with this time stamping authority TSA. The only meaningful reaction
to such an event would be to redo the time stamp. However, we probably won't be able to maintain:

T tsa- T s < max_dt

And hence cannot assert the self-claimed signing time T s anymore. So what's to point in
redoing this time stamp anyway?

Similar for the outer most time stamp authority ot sa , we have that redoing an outer time stamp
in case of a security event with its TSA, will make the following security check impossible:

val i date( X509 jtsa » CRL jtsa (T otsa ), T otsa )

Since we just withessed a security event with the inner TSA i tsa attimet witht > T s . SO
again, there is little reason in redoing this outer most time stamp.

The irony of it all is that the only possible strategy to cope with these events is to renew the
time stamps even more frequently, and hence is even more in favour of the TSA and notarization
business. Here we would also need to always create at least two time stamps instantly with zero
correlation as it comes to security events. Something impossible to guarantee.

It is a fact that long-term validity of signatures is economically and practically unfeasible.

So right before the signature time stamp expires you simply capture
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CRL tsa (T now)

one last time and you end the sequence there. If you're certain that the CA of the TSA will never
remove expired certificates from its CRLs, you even do not have to do anything.

Executive summary: if you lose a TSA, you're foobar anyway.

6. XML Schema

The XML schema for the Digital Signature Service protocol is given below.

<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schena"
t ar get Nanespace="urn: be: e-contract: dssp: 1. 0"
el ement For nDef aul t =" qual i fi ed" attri buteFornDefaul t="unqualified"
xm ns:tns="urn: be: e-contract:dssp: 1. 0"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns: sanl 2="ur n: oasi s: names: tc: SAM.: 2. 0: assertion"
xm ns: nd="urn: oasi s: nanes: t c: SAML: 2. 0: net adat a"
xm ns: wsa="http://ww. w3. or g/ 2005/ 08/ addr essi ng" >

<annot ati on>
<docunent ati on>
Digital Signature Service Protocol XM. schemna.
Copyright (C) 2013-2016 e-Contract.be BVBA.
</ docunent ati on>
</ annot ati on>

<i mport nanespace="urn:oasi s: nanes:tc: SAM.: 2. 0: asserti on"
schenmalLocati on="sanl - schena- assertion-2.0.xsd" />

<i nport namespace="urn: oasi s: nanes: tc: SAM.: 2. 0: et adat a"
schemalocat i on="sani - schema- et adat a- 2. 0. xsd" />

<i nport namespace="http://ww. w3. or g/ 2005/ 08/ addr essi ng"
schemalLocat i on="ws- addr. xsd" />

<el enent nanme="Ti neSt anpRenewal " type="t ns: Deadl i neType" />

<conpl exType name="Deadl i neType" >
<annot ati on>
<docunent ati on>
Thi s conpl ex type indicates when the tinmestanps
on a signed docunent should be refreshed.
</ docunent ati on>
</ annot ati on>
<attribute nanme="Before" type="xs:dateTi me" use="required" />
</ conpl exType>

<el enent name="Attestati onRequest" type="tns:Attestati onRequest Type" />

<conpl exType nane="Attestati onRequest Type" >
<annot at i on>
<docunent ati on>
This conpl ex type indicates that the web application wants
to receive an attestation SAML assertion.
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</ docunent ati on>
</ annot ati on>
</ conpl exType>

<el enent name="Attestati onResponse" type="tns: Attestati onResponseType" />

<conpl exType nane="Attestati onResponseType" >
<annot ati on>
<docunent ati on>
This conplex type is used by the DSS to deliver the attestation
SAML assertion as requested by the web application.
</ docunent ati on>
</ annot ati on>
<sequence>
<el enent ref="sanl 2: Assertion" />
</ sequence>
</ conpl exType>

<conpl exType name="Endpoi nt Type" >
<sequence>
<el enent ref="wsa: Endpoi nt Ref erence"/ >
</ sequence>
</ conpl exType>

<conpl exType nane="Di gi t al Si gnat ur eSer vi ceDescri pt or Type" >
<annot at i on>
<docunent ati on>
This conpl ex type should be used within the DSS SAML 2.0
met adat a docunent .
</ docunent ati on>
</ annot ati on>
<conpl exCont ent >
<extensi on base="nd: Rol eDescri pt or Type" >
<sequence>
<el ement name="WebServi ceEndpoi nt" type="tns: Endpoi nt Type" >
<annot at i on>
<docunent ati on>
I ndicates the l[ocation of the DSS SOAP
web service endpoint
</ docunent ati on>
</ annot ati on>
</ el enent >
<el ement name="Br owser Post Endpoi nt" type="t ns: Endpoi nt Type" >
<annot at i on>
<docunent ati on>
Indi cates the |location of the DSS browser post
endpoi nt
</ docunent ati on>
</ annot ati on>
</ el enent >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

</ schenma>
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A. Digital Signature Service Protocol Specifications Li-
cense

@080

This document has been released under the Creative Commons 3.0 [http://creativecommons.org/
licenses/by-nc-nd/3.0/] license.

B. Digital Signature Service Protocol Project License

The Digital Signature Service Protocol Project source code has been released under the GNU
LGPL version 3.0.

This is free software; you can redistribute it and/or nodify it under the terns
of the GNU Lesser General Public License version 3.0 as published by the Free
Sof t war e Foundat i on.

This software is distributed in the hope that it will be useful, but WTHOUT ANY
WARRANTY; without even the inplied warranty of MERCHANTABI LI TY or FI TNESS FOR A
PARTI CULAR PURPCSE. See the GNU Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public License along

with this software; if not, see http://ww.gnu.org/licenses/.
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